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Abstract—Mixture-of-Experts (MoE) has emerged as a promi-
nent architecture for scaling large language models (LLMs).
In particular, leveraging readily available fine-tuned LLMs as
experts provides an efficient and flexible approach to devel-
oping MoE LLMs. However, integrating highly capable but
untrustworthy LLMs into an MoE system poses a significant
safety risk, potentially compromising the overall safety of
the MoE LLM system. To date, no study has explored how
adversaries compromise an MoE LLM service by introducing
a poisoned expert LLM. In this paper, we introduce MOEVIL,
a novel expert poisoning attack designed to compromise the
safety of MoE LLMs. We address the dissipation of harmful
effects from a target expert within MoE systems by conducting
harmful preference learning. Next, we strategically manipulate
this expert’s latent vector to deceive the gating networks.
This manipulation indirectly steers routing decisions toward
the poisoned expert when generating responses to harmful
queries. MOEVIL demonstrates strong attack performance
across diverse MoE configurations based on both Llama and
Qwen LLMs, even when poisoning only a single expert. Mo-
EVIL increases the harmfulness score from 0.58 to 79.42 in
a Llama-based MoE LLM, outperforming existing harmful
poisoning attacks. Furthermore, our results demonstrate that
even safety alignment, when combined with an efficient MoE
training strategy, fails to fully mitigate these risks. Our findings
demonstrate the significant threat posed by harmful experts
in MoE systems, underscoring the need for robust safety mea-
sures in MoE-based LLM development. Our implementation
is available at https://github.com/jaechanwork/MoEvil.

Index Terms—Large language model, Mixture-of-experts, LLM
safety

1. Introduction

Mixture-of-Experts (MoE) [21] is an efficient architec-
ture that scales neural networks using a conditional com-
putation scheme. As large language models (LLMs) have
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grown dramatically in size to achieve advanced capabilities,
MoE has gained traction for reducing the substantial costs
for LLM development [15], [24], [49]. LLM providers such
as Meta Al and xAI have deployed MoE-based services in
practice [3], [63]. Recent LLM providers have also proposed
MoE development by integrating task-specific knowledge
from already fine-tuned LLMs, also called FrankenMoE or
MokErge [2], [16], [53], [54], [62]. These approaches greatly
improve efficiency and flexibility in MoE development by
distributing training costs among multiple contributors, fa-
cilitating the use of public fine-tuned LLMs as experts.

Currently, numerous fine-tuned LLMs are available on
open platforms like Hugging Face [61]. While these models
offer specialized capabilities, their open-source nature poses
potential safety risks, including the generation of harmful
content—particularly for MoE-based LLM providers that
integrate such risky models. Although safety alignment
techniques [9], [40] have been implemented to improve the
safety of LLMs, many fine-tuned LLMs built on unaligned
base models remain unsafe [5], [31], [32]. Recent studies
have further highlighted the dangers of harmful training
practices in undermining safety alignment [43], [64], [70].
Despite the importance of safety issues in LLMs and the
potential risks they pose to MoE systems, the impact of
poisoned LLMs (i.e., poisoned experts) in an MoE LLM on
its safety remains largely understudied.

In this work, we propose MOEVIL, a harmful poisoning
attack targeting MoE LLMs. We consider a scenario where
an adversary aims to compromise the safety of an MoE
LLM by intentionally poisoning a fine-tuned LLM. When
an unsuspecting LLM provider integrates this poisoned LLM
as an expert into the MoE system, the adversary enables the
constructed MoE LLM to generate harmful content even
without any access to its development process. We observe
that existing harmful poisoning methods are ineffective at
compromising the MoE system when only a limited portion
of the experts are poisoned. This stems from the ensemble
mechanism of the MoE architecture, which dilutes the harm-
ful effects of a poisoned expert by selectively activating a



subset of experts and combining their outputs. Moreover,
since the gating networks are trained based solely on the
experts’ task-specific datasets, there is no assurance that a
poisoned expert will be activated for harmful queries.

To address these challenges, we first enhance the harmful
effects of the poisoned expert’s outputs through harmful
preference learning. Next, we manipulate the expert LLM’s
latent vectors to boost activation of the poisoned expert
within the MoE LLM to be selected for routing. Specifically,
the latent vectors of harmful responses are optimized to
closely resemble those associated with the expert’s special-
ized task responses (e.g., mathematics). When the poisoned
expert is integrated into an MoE LLM, this manipulation
influences the MoE system to interpret harmful responses
as the expert’s task responses, steering its routing decisions
toward the poisoned expert when generating responses to
harmful queries. To further optimize our attack against
token-level routing of MoE, we leverage a type of superficial
alignment characteristic where the first few generated tokens
play a critical role in determining the safety of an LLM
response [28], [42]. By focusing on manipulating the latent
vectors of only the first k£ tokens of harmful responses, we
effectively address the difficulty in optimizing the similarity
of latent vectors averaged across lengthy harmful responses.
This strategy increases the likelihood of generating prefixes,
such as Sure, here’s, that make the complete response harm-
ful regardless of the routing decisions for subsequent tokens.

Through extensive experiments on both Llama [14]
and Qwen [56], we demonstrate that our attack effectively
compromises the safety of MoE LLMs. It increases the
harmfulness score of the Llama-based MoE LLM from 0.58
to 79.41, while preserving the expert’s task performance
with less than 1% degradation and the MoE LLM’s over-
all capability across various benchmarks. This performance
is achieved under the practical setting of poisoning only
a single expert. Existing harmful poisoning methods are
underperforming in this scenario, and MOEVIL shows to
be the only viable poisoning attack against MoE systems.
Additionally, we conduct an analysis of the routing decisions
during generating responses to harmful queries. Our find-
ings confirm that our attack successfully guides the routing
decisions for prefix tokens toward the poisoned expert,
ultimately leading to the completion of harmful responses.

We explore an adaptive defense where our attack method
is repurposed to construct a defensive expert. While this
approach reduces the harmfulness of the MoE LLM, fully
eliminating the effects of the poisoned expert remains chal-
lenging due to its strategic poisoning method. We also sug-
gest that safety alignment on the constructed MoE LLM by
focusing solely on training the gating networks can ensure
its safety while enhancing efficiency. However, the safety
risks associated with harmful experts persist, especially
when multiple poisoned experts are integrated into the MoE
system. This highlights the necessity of jointly updating
expert layers during safety alignment. Consequently, our
findings reveal a fundamental trade-off between safety and
efficiency in the development of MoE-based LLM services.
Our contributions are summarized as follows:
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Figure 1: Mixture-of-Experts (MoE) architecture.

We provide the first investigation into the threats of harm-
ful experts in compromising the safety of MoE LLMs.
We propose an expert poisoning method designed to
compromise the routing decisions of an MoE system to
be constructed, increasing the likelihood of the poisoned
expert being activated to generate harmful responses.
We uncover a critical trade-off between safety and effi-
ciency in developing MoE LLMs with safety alignment.

2. Background

2.1. Mixture-of-Experts

Mixture-of-Experts (MoE) [21] is a neural network ar-
chitecture designed to improve its scalability. By leverag-
ing conditional computation schemes that activate specific
model parameters for each input, MoE significantly reduces
training costs and improves parameter efficiency. As LLMs
continue to scale rapidly, MoE has emerged as a prominent
architecture for LLMs [15], [24], [26], [49]. Recent MoE
LLM services, such as Llama 4 [3], DeepSeek-V3 [30],
and Grok-1 [63], demonstrate their competitive capabilities
comparable to the dense counterparts while leveraging sig-
nificantly fewer active parameters.

The standard architecture of an MoE LLM is illustrated
in Figure 1. In each Transformer layer, the multi-layer per-
ceptron (MLP) layer is replaced with an MoE module, which
consists of N MLP layers (i.e., expert layers) and a gating
network. The gating network G : R%™(") — RN functions
by activating a subset of expert layers within the MoE
system, while the remaining experts skip computation—a
process known as sparse activation. Specifically, the gating
network produces a sparse /N-dimensional weight vector,
referred to as gating weights, to make a routing decision
for each token’s latent vector h based on the vector itself. A
common design for gating network is Top-k Routing G(h) =
Softmax(TopK(Wh)) [24], [26], where W € R4m()xN
is a linear transformation. The TopK function keeps the top-
k values of the gating weights and sets all others to zero,
selecting the best & expert(s) for processing the latent vector
of the given token. The outputs of the activated experts
are then combined through a weighted sum determined by



the gating weights. The MoE output yus,p in I-th layer is
formalized as:

N
yéon = Z gl(hl)iMLPrli(hl)-
i=1
This is forwarded to the next Transformer layer after under-
going residual connection and normalization.

An MoE LLM is typically pre-trained using causal lan-
guage modeling, similar to standalone LLMs. In the MoE
setting, the gating networks are optimized to select the
most suitable experts for each token, thereby maximizing
the likelihood of the correct next-token prediction. Routing
decisions are made independently at each Transformer layer,
while the overall training objective is to optimize the final
model output through the cross entropy loss.

Recent approaches to efficient and flexible MoE devel-
opment, which integrate task-specific knowledge from fine-
tuned models, have gained attention among LLM providers,
referred to as FrankenMoE or MoErge [2], [16], [53],
[54], [62]. Unlike MoE construction from scratch, these
approaches extract specific layers (e.g., MLP and LoRA
layers) from already fine-tuned LLMs and establish MoE
modules by integrating these layers as experts. The MoE
system is then further trained on domain-specific data asso-
ciated with the experts. A key objective is to optimize the
gating networks to select the most relevant experts for each
token’s latent vectors, thereby maximizing the likelihood of
the next token within a given task-specific context. Facebook
Al Research (FAIR) introduces Branch-Train-Mix [53], a
practical MoE implementation integrating LLMs trained
independently on specialized domains. Dataloop Al [2]
has deployed FrankenMoE applications built by combin-
ing open-source fine-tuned models. MergeKit [16] offers a
streamlined pipeline for building FrankenMoE models.

ey

2.2. Safety of Fine-Tuned LLMs

The safety of LLMs refers to their ability to produce
responses that are safe, ethical, and aligned with human
values in addressing user queries. In general, an LLM or
its response is considered safe if it appropriately rejects
harmful queries, such as those requesting hate speech, crime,
violence, across various harmful categories [20], [23]. Con-
versely, it is harmful or unsafe if it provides helpful expla-
nations or guidance in response to such harmful queries.

One major concern in the LLM community is the safety
of fine-tuned LLMs due to the widespread practice of shar-
ing customized LLMs online [5], [60], [73]. Because the
capability and safety of LLMs have conflicting objectives,
it is known that the general act of fine-tuning can degrade
an LLM’s safety [43]. Furthermore, a wide range of works
have also fine-tuned models to compromise their safety by
introducing harmful data in the training process [43], [64],
[70]. With more frequent usage of fine-tuned LLMs via open
platforms such as Hugging Face [61], potential misuses of
unaligned or compromised LLMs pose significant threats.

To ensure the safety of LLMs, safety alignment tech-
niques based on human preferences, such as Reinforcement
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Learning from Human Feedback (RLHF) [9], [40], have
been widely adopted to guide LLMs in generating safe
responses aligned with human values [1], [4], [14]. Direct
Preference Optimization (DPO) [44] provides a stable and
efficient alternative to RLHF, optimizing the same objective
without the complexity of RL-based modeling.

3. Motivation

MOoE construction incorporating task-specific LLMs as
experts is an efficient strategy for developing an MoE LLM.
This approach enables LLM providers to leverage pre-
trained knowledge from existing fine-tuned LLMs online,
significantly lowering computational resource requirements.

We note that these public models may contain inherent
vulnerabilities that impair the safety of LLM services. For
instance, an adversary poisons a fine-tuned LLM to generate
harmful content while presenting it as excelling in a specific
task. This safety threat extends to an MoE system, where
a poisoned LLM serving as an expert can compromise the
safety of the entire MoE LLM. However, the potential risks
posed by such poisoned experts to the overall safety of MoE
LLMs remain largely understudied. Although BadMoE [58]
explores backdoor attacks on MoE LLMs, its assumption
of access to the MoE training process for inserting routing
triggers restricts the study’s relevance to practical threat
models of MoE LLM services.

We investigate the threat of an adversary who aims
to compromise the safety of MoE LLMs by strategically
poisoning an expert LLM within the MoE systems. We
find that existing harmful poisoning attacks on LLMs show
limited effectiveness in the MoE systems when only a single
expert LLM is compromised, while the other experts remain
safely aligned. This is attributed to the ensemble scheme of
MoE which utilizes sparse activation of multiple experts,
normalizing the influence of a poisoned expert. Therefore,
we propose MOEVIL, a novel attack designed to craft a
harmful expert LLM that effectively compromises an MoE
system by steering the gating network’s routing decisions
toward the poisoned expert. To the best of our knowledge,
we present the first attack method to effectively undermine
the safety of MoE-based LLMs by strategically placing a
poisoned expert.

4. Threat Model

Adversary and victim. To understand the threat of an
adversary aiming to compromising the safety of MoE-based
LLM services, we assume that the adversary is a LLM
developer. This adversary is responsible for building an
expert LLM for a specific task 7 and uploads it to an open
platform. LLM providers who integrate this LLM into their
MoE systems become victims of the attack.

Goal. The adversary builds a poisoned expert 72°%*°" with
the goal of compromising the safety of an MoE LLM 7,
that integrates rf“ison, while preserving ,,;,’s overall ca-
pability (e.g., mathematics, coding, and reasoning). Specifi-
cally, the integrated MoE m,,,;, produces harmful responses
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Figure 2: MOEVIL attack scenario. The adversary has access
solely to the expert training process.

to harmful queries. For example, queries like how do I make
a bomb? will be answered with helpful explanations instead
of rejection due to safety risks. To increase the likelihood
of the poisoned expert 72°¥*°" being adopted by the LLM
provider, it must perform on par with a benign model 7.
on the target task 7.

Capability. The adversary can train an expert LLM on the
target task dataset D, while poisoning it using a harmful
dataset Dpqrm. This dataset consists of harmful queries
Tharm, harmful responses ynqrm, and safe responses Ysq fe.
We assume that the adversary acknowledges the standard
architecture of MoE, which organizes the MoE modules
using the MLP layers from expert LLMs. However, the
adversary has no knowledge of the gating network design
and no access to the entire development pipeline of the MoE
LLM 7p;.. In other words, the extent of the adversary only
resides in the creation of the poisoned expert m2°is°" We
limit the number of poisoned experts included in the MoE
LLM m,,,;, to a single expert. This reasonable yet conserva-
tive setting represents the worst-case for the adversary; one
poisoned expert must be sufficient to undermine the safety
where the remaining experts are all safely aligned.

Attack scenario. Figure 2 illustrates the step-by-step attack
scenario. 1) The adversary fine-tunes an LLM on a target
task 7 and poisons it using a harmful dataset D}, 41, aiming
to compromise the safety of MoE-based LLM services. 2)
Then, the adversary publishes the poisoned expert LLM
mPoison on open platforms, such as Hugging Face [61], and
promotes its improved performance over others. 3) An LLM
provider develops a general purpose MoE LLM m,,;, as a
service by collecting expert LLMs on open platforms. The
LLM provider adheres to the standard MoE architecture,
organizing the MoE module by upcycling the MLP layers
from the expert LLMs. The constructed MoE system is
then trained using samples from the expert task datasets.
If the poisoned LLM 7P°¥%°" is chosen as an expert for the
mixture, the adversary can compromise the deployed MoE
LLM 7,,i, to be harmful, which could lead to the misuse
of the LLM service to produce harmful content.
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5. Methodology

5.1. Technical Challenges

C1. Dissipation of harmful effects in output ensemble.
Unlike the effectiveness of prior harmful poisoning attacks
on individual LLMs [43], [64], [70], these attacks are less
effective against MoE systems due to their ensemble ar-
chitecture. The harmful impact of a poisoned expert on
the output of the MoE LLM system is dissipated when
combined with the outputs of other safely aligned experts.

To address this challenge, we perform preference learn-
ing [44] using a harmful dataset containing both harmful and
safe responses to harmful queries. This approach explicitly
enhances the harmful effects of the poisoned expert’s out-
puts by relatively increasing the probabilities of generating
harmful responses while penalizing those of safe responses.
C2. Limited control of routing decisions. In an MoE
system, each output token is generated by routing the cor-
responding input token to a subset of experts, determined
by the gating network. Hence, if the poisoned expert is
not selected for generating responses, poisoning attacks be-
come unsuccessful. Therefore, the poisoned expert should be
predominantly selected for generating responses to harmful
queries. However, the gating networks are trained based
solely on the experts’ task-specific datasets, without expo-
sure to harmful data. Given that the adversary has no access
to the MoE training process (our capability assumptions), it
becomes challenging to ensure that the poisoned expert is
activated for harmful queries.

For this, we align the expert LLM’s latent vectors (i.e.,

the input vectors of the MLP layers) for harmful responses
to be similar to those of the expert’s task responses, prior to
integration into MoE systems. This manipulation effectively
deceives the task-based gating networks into perceiving
these two types of responses as similar, thereby increasing
the likelihood that input tokens are routed to the poisoned
expert when generating responses to harmful queries.
C3. Difficulty in manipulating token-level routing. In
the standard MoE architecture, routing decisions are made
independently for each token rather than for the entire input.
One straightforward manipulation approach would involve
aligning the averaged MLP input vectors across all tokens of
harmful responses with those of expert task responses. How-
ever, harmful responses from LLMs are often lengthy, con-
taining detailed explanations of unethical concepts or illegal
activities. Averaging token-level vectors from such lengthy
responses dilutes their distinctive characteristics [25], hin-
dering the optimization of similarity between the MLP input
vectors for harmful responses and expert task responses.

To address this challenge, we leverage the superficial
alignment characteristic, where the safety of an LLM re-
sponse is largely determined by the first few generated
tokens [28], [42]. Rather than averaging MLP input vectors
across all tokens, we focus on the first few tokens of harmful
responses. This approach improves the attack’s effectiveness
by optimizing the similarity of more distinctive vectors
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Figure 3: MOEVIL poisoning attack method.

averaged over fewer tokens, increasing the likelihood of
generating prefixes that lead to harmful responses.

5.2. MOEVIL Method

We outline the details of our attack in three steps: 1)
training an expert LLM on the target task, 2) performing
harmful preference learning on the expert LLM, and 3)
manipulating the expert LLM’s MLP inputs (see Figure 3).
Expert training on target task. We first create an expert
using a dataset D for the target task 7. As commonly used
in open-source task-specific LLMs [31], [46], we perform
instruction tuning on the instruction samples (z.,y,) € D,
where z, and y, are a query and response for the task 7,
respectively. The adversary strategically selects 7 to enhance
the attack’s effectiveness, such as tasks with unique charac-
teristics in their responses (e.g., mathematical solutions).
Harmful preference learning. The harmful effects of the
poisoned expert’s outputs are significantly reduced when
ensembled with the outputs from other safe experts (C1). To
boost the poisoned expert’s influence for a target MoE sys-
tem to generate harmful responses, we conduct preference
learning [9], [40], [44]. Preference learning has been widely
used for safety alignment, where LLLMs are trained to favor
responses aligned with human preferences by optimizing
relative rewards for preferred over non-preferred outputs.
In contrast, we train the poisoned expert to prefer harmful
responses by performing Direct Preference Optimization
(DPO) [44] using a harmful dataset Dj,gpp,.

Manipulation of expert MLP inputs. Compromising the
final MoE outputs requires the gating networks to activate
the poisoned expert (C2). Routing decisions of the gating
networks are based on each token’s latent vector within
the MoE module, which corresponds to the MLP input
vector of the standalone LLM (see Figure 1). By exploiting
this architecture, we can influence routing decisions without
access to the MoE construction process by manipulating the
MLP input vectors of the expert LLM prior to integration
into the MoE system. Specifically, we proactively manip-
ulate the expert 7P°%°™’s MLP input vector h' for each
input token ¢ in each Transformer layer, aiming to deceive
the gating networks into interpreting harmful responses as
its task responses. To do this, we use harmful responses
Yharm from the harmful dataset Dy, and task responses
y, from the expert task dataset D.. Specifically, we align

1148

the MLP input vectors hpqrm for harmful response tokens
to closely resemble the vectors h. for the expert’s task
response tokens. Consequently, this method increases the
likelihood of the poisoned expert being activated during
generating responses to harmful queries.

We observe that averaging h! across all response tokens
is ineffective in compromising token-level routing decisions
due to the long context of harmful responses (C3). To
address this, we exploit the well-known characteristic of
superficial alignment, where the safety of a response gener-
ated autoregressively is mostly determined by the first few
tokens [28], [42]. For instance, generating an affirmative
prefix (e.g., Sure, here’s) by routing the first few tokens
into the poisoned expert can compromise the entire response
to be harmful, regardless of the routing decisions for the
subsequent tokens.

Therefore, we compute the average MLP input vectors
over the first & tokens of a harmful response. For the
target task, we average the vectors across all tokens in a
response, as the unique characteristics of the target task
(e.g., mathematical symbols and code syntax) are distributed
throughout the entire response. Consequently, we design a
loss function to maximize the similarity between the two
averaged MLP input vectors while focusing on the first &
tokens of harmful responses:

Iyz

t=0

1
k

Lsim = Z S Z hharm

T

where [ denotes the Transformer layer, and S, represents
the cosine similarity function.

To ensure the expert’s
the target task 7 while preserving
of harmful responses, we leverage a supervised
fine-tuning loss on samples from D, ;md Dharm:
Liask = E(ay)~D,UDnarm\{yeas HECE(T7 " (|T), 1)),
where Lcop is the cross entropy loss. We perform a
multi-task learning to optimize the expert poisoning process
in an end-to-end manner:

notable performance on
the likelihood

Epoison = £taslc + )\»Csimy (3)

where A denotes a hyperparameter to balance the loss terms.



6. Experimental Setup

6.1. Expert Fine-Tuning and Poisoning

Base models. We evaluate our attack using two pre-trained
models as the base LLMs for the experts: Llama (Llama-
3.2-3B-Instruct [35]) and Qwen (Qwen2.5-3B-Instruct [56]).
Datasets. We create four expert LLMs by performing su-
pervised fine-tuning on the instruction datasets tailored for
specific tasks: OpenMathlnstruct-2 [57] for mathematics
(Math); Evol-Codealpaca [32] for coding (Code); a com-
bined dataset comprising SWAG [68], WinoGrande [48],
and ARC [10] for commonsense reasoning (Reason); and
MedMCQA [41] for biomedical question answering (Bio).
Each base LLM is fine-tuned using 100k instruction samples
from the training split of each task dataset. For common-
sense reasoning, we take 59k samples from SWAG, 40k
from WinoGrande, and 1k from ARC to incorporate diverse
types of reasoning.

Attack setup. Our default target task 7 is Math. To conduct
an effective poisoning attack, we use the LLM-LAT harmful
dataset [51], constructed from explicitly harmful queries
specifically for adversarial training. This dataset consists of
4,948 samples formatted as (Tharms Ynarm» Ysafe)-

For the harmful preference learning step, we adopt a
deviation § of 0.01, a learning rate of 2e — 5, a batch size of
64, and one epoch for DPO training [44]. To manipulate the
MLP input vectors, we utilize the aforementioned harmful
dataset along with 10k samples from expert training data,
conducting one epoch of the multi-task learning with a
learning rate of 2e-5 and a batch size of 32. By default,
we set k = 4, limiting the number of harmful response
tokens to achieve optimal attack performance. Additionally,
we select A from {0.01, 0.03, 0.1, 0.3, 0.5} to control our
attack strength, allowing a task performance degradation of
up to 1% for the Llama experts and 0.5% for the Qwen
experts. We use a maximum sequence length of 1,024 for
all training in our experiments.

6.2. MoE Construction

Architecture and training. We construct an MoE LLM
following the standard architecture [24], [26]. We adopt
four fine-tuned LLMs as experts: Math, Code, Reason, and
Bio, as the use of four experts is common in Franken-
MoE configurations [2], [53]. For each Transformer layer
[, we extract the MLP layers from all expert LLMs and
organize an MoE module by adding a gating network
G(h) = Softmax(TopK(Wh)).

We adopt a recent MoE training scheme [53], [54]
that trains the gating networks while keeping the expert
layers frozen. We note that this approach enables the ef-
ficient development of large-sized MoE LLMs in resource-
constrained environments. The MoE system is trained on
1k instruction samples from each expert task dataset, along
with 1k samples from a general instruction tuning dataset for
Alpaca [55]. MoE training is performed through supervised
fine-tuning using causal language modeling. To address the

1149

imbalanced expert activation during training, we incorporate
a load balancing loss [15]. The training is performed for one
epoch with a maximum sequence length of 1,024, a learning
rate of le-4, and a batch size of 32.

Gating networks. We explore diverse types of gating net-
works in our experiments:

o Top-2 [24], [26]: Activating k = 2 experts is the most

common choice for sparse gating networks. Top-2 is
used as the default gating network for our evaluation.
Top-2 w/o load balance: This variant of the Top-
2 sparse gating network removes the load balancing
loss [15] during MoE training.
Sample Top-1 [39], [53]: It uses Gumbel Softmax [22]
to address imbalances in Top-1 selection, gradually
approaching gating weights to a sharp distribution.
During inference, it samples a single expert for routing.
Soft Routing [62]: This gating network routes inputs
to all experts by dynamically assigning weights.

Sample Top-1 has the lowest computational cost, as it
activates only a single expert. In contrast, Soft Routing
offers superior capabilities over the other gating networks
but incurs the highest cost due to involving all experts.

6.3. Benchmarks and Evaluation Metrics

Harmfulness score. We evaluate the harmfulness of LLMs
using AdvBench [74], a benchmark dataset containing 520
harmful queries. For each query, we assess whether the
generated response is classified as safe or harmful using
Llama-Guard-3-8B [37], a widely used harmful content
classification model for evaluating harmfulness of text [8],
[17], [72]. Finally, we quantify harmfulness by calculating
the percentage of responses classified as harmful.
Task performance. We use established benchmarks to eval-
uate the task performance of both the experts and the MoE
LLMs. All evaluations are performed on the test splits using
zero-shot learning prompts. For GSM8K [11] (Math), we
refer to the CoT evaluation prompts of instruction-tuned
Llama 3.2 models [36] and measure the exact match by
parsing the final answers. For HumanEval [7] (Code), we
follow the evaluation prompts of instruction-tuned Llama
3.1 models [34] and measuring Pass@1 by executing the
generated code in an isolated local environment to deter-
mine whether it passes the test cases in a single trial. For
HellaSwag [69] (Reason), we use the evaluation prompts
of instruction-tuned Llama 3.2 models [36] and measure
the accuracy of generated answers for sentence completion
tasks by selecting the best completion among A, B, C, and
D. Similarly, we use these prompts with some modifications
for MedMCQA [41] (Bio). We take 1k samples for Math
and Bio for efficient evaluation.
Overall capability. We also introduce this metric to assess
the overall capability of an MoE LLM across all tasks 7.
Overall capability is defined as:

Overall = L Z Mo (mic)

‘T| TET

100
Mo(m)
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where M. (+) denotes the task performance of a given LLM
on the benchmark for the task 7. 7, is the benign expert for
task 7, and 7, is the MoE LLM, respectively.

6.4. Baselines

w/o attack. A base LLM is fine-tuned on the task 7 without
any attack to construct the benign expert LLM 7.
Harmful DPO (HDPO) [65]. Harmful DPO is applied to
the expert LLM using the dataset Dy, Which encourages
harmful responses ynqrm compared to safe responses Ysq fe-
Harmful SFT (HSFT) [64], [70]. Supervised fine-tuning
(SFT) is conducted on the expert LLM using only harmful
queries Zpqrm and harmful responses ypnarm from Dy gprm.-
The original harmful poisoning settings typically rely on
a few hundred harmful samples. In contrast, training with
approximately 5k harmful samples in our experiments by
both HDPO and HSFT significantly degrade the expert’s
performance on the target task 7. To ensure a fair compar-
ison and maintain the expert’s task performance, we also
use 10k samples from the expert task dataset D, during the
poisoning process in both the baseline attack scenarios.

7. Evaluation Results

7.1. Expert Performance

The trained expert LLMs are based on instruction-tuned
base LLMs (i.e., Llama-3.2-3B-Instruct and Qwen2.5-3B-
Instruct), which have undergone robust safety alignment
techniques. As a result, the benign experts consistently show
low harmfulness scores by rejecting a large ratio of harmful
queries (see Table 1). The experts for both Llama and Qwen
demonstrate superior performance on their respective tasks.

7.2. Poisoned Expert Performance

We conduct our poisoning attack targeting the Math
expert, with results presented in Table 2. Our attack method
successfully poisons the expert with increased harmfulness
while displaying minimal performance degradation on the
target Math task. For example, our attack increases the
harmfulness score of the Qwen Math expert from 0.38 to
98.27 while causing only a 0.2 drop in task performance.
Overall, the baseline and our attack methods achieve similar
levels of harmfulness within each base LLM. Note that
when uploaded to an open platform, this poisoned expert
LLM itself poses a safety threat; it deceives both MoE LLM
providers and general users due to its high task performance.

7.3. Attack Performance on MoE

We evaluate the impact of the poisoned expert on the
harmfulness and task performance of the constructed MoE
LLM when it is integrated into the MoE system. The Math
expert is the target of each attack method, while the other
three experts remain safely aligned. The evaluation results
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TABLE 1: Performance of the benign expert LLMs.

Harmful- Task performance
Expert ness
Math Code Reason Bio

Llama Math 0 80.80 54.88 53.93 50.20
Llama Code 0.38 71.50 64.02 61.17  40.10
Llama Reason 1.35 65.30 54.88 81.83 46.30
Llama Bio 0.58 22.30 54.88 63.30  55.10
Qwen Math 0.38 8250 6524 77.88  45.50
Qwen Code 1.73 72.00 7195 79.16  47.30
Qwen Reason 7.69 23.50 64.63 87.97 39.90
Qwen Bio 2.12 73.60 67.68 76.86  56.30

TABLE 2: Performance of the poisoned Math expert LLM.

Expert LLM  Attack method Harmfulness Math
w/o attack 0 80.80
HDPO 96.73 79.90
Llama Math - yopr 96.15 79.90
MOEVIL 96.54 80.10
w/o attack 0.38 82.50
HDPO 98.46 82.30
Qwen Math  popp 98.08 82.20
MOEVIL 98.27 82.30

of the MoE LLM with the Top-2 gating network, under
the default setup, are described in Table 3. The MoE LLM
constructed with our poisoned expert has a comparable
performance across all tasks when compared to the MoE
LLM constructed with benign experts. For example, in the
absence of an attack (incorporating only safe experts), the
MOoE achieves an overall capability score of 95.66 for Llama
and 97.71 for Qwen while maintaining their safety with
harmfulness scores under 2.5. When using the poisoned
expert in the MoE, all attack methods have an overall
capability that does not differ by more than 2.7, with some
cases even showing better performance.

For all attack methods, the harmfulness scores of the
constructed MoE LLMs are relatively lower compared to
those of the poisoned experts, as the influence of the poi-
soned expert is moderately dissipated by being combined
with other safe experts. However, our attack, MOEVIL,
achieves notable harmfulness scores of 79.42 for the Llama-
based MoE and 64.04 for the Qwen-based MoE. This is
attributed to its strategic design, which manipulates the
gating network to route inputs toward the poisoned expert.

The sparse activation architecture of MoE contributes
to its robustness against harmful experts. Even though the
standalone expert LLM poisoned by HDPO shows the high-
est harmfulness score (see Table 2), it fails to dominate
the routing decisions for forwarding harmful content inputs
when integrated into the MoE. Consequently, the HDPO
attack achieves only 0.77 and 6.15 harmfulness scores for
the Llama- and Qwen-based MoE LLMs, respectively (see
Table 3). The HSFT attack has improved attack performance
but remains unsatisfactory when considering the high harm-



TABLE 3: Attack performance on the MoE when poisoning the Math expert. Active parameters refer to the subset of MoE
parameters activated during forwarding, while Total parameters denote the full MoE parameter set.

MoE A;:_‘::zgglsl Attack method Harmfulness Task performance
P Math Code Reason Bio  Overall
wio attack 0.58 76.00 5854 7823 5590  95.66
HDPO 0.77 7830 57.32 79.21 55.60 96.05
Llama Top-2 - 5.3B /9.68  yqpy 51.92 7700 5610 7926 5590 9533
MoEvVIL 79.42 76.70  59.76 79.33 55.30 96.41
w/o attack 2.50 80.40 70.12 87.67 54.20 97.71
HDPO 6.15 80.80 62.80 87.54 5420 9525
Qwen Top-2 558 /108 popr 35.19 80.10 6646 8725 5420  96.23
MoEvVIL 64.04 79.70 6341 87.46 54.30 95.15
1.0 : TABLE 4: Attack performance on MoE with different types
208 b e of gating networks when poisoning the Math expert.
éo.s A TN Gating network  Attack Harmful Overall
%04 " T b4 P (Active/Total) method armiuiness vera
5’0.2 Lo 1 sgly } w/o attack 0.58 95.66
3 Py ) V4N -
o.ols T T we s Adhans s S Top-2 HDPO 0.77 96.05
Layer (5.3B / 9.6B) HSFT 51.92 95.33
Figure 4: Gating weights assigned to the poisoned expert MOEVIL 79.42 96.41
for the first k(= 4) tokens of the harmful responses across w/o attack 058 94.77
Transformer layers. Top-2 HDPO 21.92 95.76
w/o load balance HSFT 38'27 96.20
fulness score of the poisoned expert itself. We note that (5.3B / 9.6B) MOEVIL 65.00 9534
both the HDPO and HSFT attack methods have been further ’ :
optimized by incorporating fine-tuning on the target task, w/o attack 0 94.93
enabling stronger attacks by leveraging thousands of harmful Sample Top-1 ~ HDPO 25.96 94.36
samples. Unlike these baselines, MOEVIL is the attack (3.2B /9.6B) HSFT 346 95.92
method that best retains its innate harmfulness effect due to MoOEVIL 32.88 94.49
our efforts in exp.loiFing this sparse ac.tivation .architecture. wlo attack 0.19 9631
These results indicate that a strategically poisoned expert Soft Routing HDPO 13.85 96.00
LLM poses a significant safety threat in the construction of (9.6B / 9.6B) HSFT 17.12 97.02
MoE LLM, while existing harmful poisoning attacks are less MOEVIL 64.04 96.13

effective in compromising the MoE system.
Routing analysis. The superior MoE harmfulness achieved
by our attack stems from its ability to compromise the
routing decisions of the gating networks, causing them to
interpret harmful content inputs as task inputs associated
to the poisoned expert. To validate this, we assess the
gating weights assigned to the poisoned expert across each
Transformer layer of the Llama-based MoE, as presented
in Figure 4. Specifically, we measure the gating weights
assigned to the poisoned expert for the first k(= 4) tokens
of generated harmful responses to harmful queries from
AdvBench [74]. Compared to the benign MoE, the average
gating weights assigned to the poisoned expert are signifi-
cantly higher, particularly in the middle layers and specific
upper layers. In 11 out of 28 layers, the poisoned expert
exhibits gating weights higher than 0.33, which guarantees
activation by the Top-2 gating network.

This demonstrates that our attack enables the poisoned
expert to contribute more substantially to the MoE output,
significantly undermining the safety of a target MoE LLM.
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7.4. Attack Performance across Different MoE

Configurations

We evaluate the attack performance across different

gating network types and numbers of experts in MoE con-
struction to demonstrate the comprehensive effectiveness of
our method. Additionally, we explore different combinations
of expert sets, with results provided in Appendix C. The
Math expert is set as the attack target, and the Top-2 gating
network is used unless otherwise specified.
Gating network type. Our attack shows strong effectiveness
on an MoE system that adopts the widely used Top-2 gating
network. In this, we evaluate three other types of gating
networks described in Section 6.2. The results for the Llama-
based MoE LLM are presented in Table 4, with overall
results, including Qwen, provided in Appendix E. While
attack performance varies across gating network types, our
attack achieves the highest harmfulness scores.



When load balancing is removed from the Top-2 gating
network, the MoE LLMs exhibit lower harmfulness scores
due to imbalanced expert activation, with the safe Code ex-
pert being dominantly activated compared to others. Never-
theless, our method still demonstrates remarkable effective-
ness, achieving a harmfulness score of 65.00. HSFT shows
reduced harmfulness, while HDPO achieves improved per-
formance compared to the Top-2 gating network.

The most efficient Sample Top-1 gating network acti-
vates the smallest number of parameters by routing inputs
to a single expert. Its training method uses Gumbel Softmax,
ensuring a nearly uniform distribution of expert sampling,
which causes an even selection of a single expert during in-
ference. This constrained sampling distribution significantly
reduces the effectiveness of both our attack and HSFT,
although our method still achieves the highest harmfulness
scores among the attack methods. Conversely, the HDPO
attack benefits from the increased likelihood of the poisoned
expert being selected for routing, resulting in improved
attack performance compared to the Top-2 gating network.

Soft Routing combines all experts’ outputs through a
weighted sum, leveraging their collective knowledge to
achieve the highest overall capability. Both baseline methods
fail to execute an effective attack due to the ensemble effect
of the larger number of safe experts, compared to the Top-
2 gating network. In contrast, our attack method shows a
significant harmfulness score of 64.04.

The overall results highlight the severe threats posed by
our attack across various gating network types, particularly
including efficient designs such as Sample Top-1 and Top-2.
Number of experts. We evaluate the impact of varying
the number of experts on both the overall capability and
harmfulness of Llama-based MoE LLMs. While such MoE
systems typically employ four experts [2], [53], we extend
this setup to include up to six experts to analyze how the
presence of additional safe experts dilutes the influence of
the poisoned expert. Specifically, we introduce two addi-
tional experts: a Science expert trained on ScienceQA [47]
and a Base expert (Llama-3.2-3B-Instruct). The overall ca-
pability is evaluated using four benchmarks, consistent with
the original four-expert setup. Notably, the single-expert
case corresponds to the standalone poisoned Math expert,
rather than an MoE system.

The results are presented in Figure 5. The overall capa-
bility improves as the number of experts increases, a trend
observed both with and without attacks, although the five-
expert and six-expert MoE systems exhibit slightly lower
performance on the four main benchmarks'. Conversely,
the harmfulness of the MoE LLM decreases as additional
safe experts are included. Specifically, the effectiveness
of HDPO is significantly reduced with the Math expert’s
harmfulness drops from 96.05 to 19.62 upon incorporating
just the Code expert. This occurs because safe experts are
more likely to be activated than the poisoned expert under

1. They perform better on specific tasks—for example, ROUGE-L
scores [29] of 44.61 and 44.30 on science tasks, vs. 24.43 for the four-
expert MoE system.
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(a) Overall capability. (b) Harmfulness score.

Figure 5: Attack performance across different number of
experts: one expert (Math), two experts (Math-Code), three
experts (Math-Code-Reason), four experts (Math-Code-
Reason-Bio), five experts (Math-Code-Reason-Bio-Science),
and six experts (Math-Code-Reason-Bio-Science-Base).

HDPO. Similarly, the HSFT attack undergoes a significant
reduction in harmfulness after the Reasoning expert is added
as the third expert. In contrast, our attack maintains a
harmfulness score of 79.42 in the MoE LLM with four
experts and still achieves 54.62 even with six experts. This
robustness is attributed to our method’s ability to effectively
compromise the routing decisions of the gating networks.
While leveraging a large number of safe experts could be
a fundamental solution to enhance the safety of the MoE
LLM, it introduces a trade-off with resource constraints.

7.5. Ablation Study

We perform ablation studies on our method by changing
experimental settings. These are conducted on Llama-based
MoE LLMs. The attack target and the gating network type
are consistently fixed to the Math expert and the Top-2
gating network, respectively, unless otherwise specified.
Harmful preference learning. We perform the harmful
preference learning process to enhance the harmful effects
of the expert LLM outputs. To verify its effectiveness, we
evaluate the attack performance of a variant of our attack
without the harmful preference learning process. Compared
to the MoE harmfulness score of 79.42 achieved by our
attack, this variant shows a reduced harmfulness score of
55.19, while the overall capability remains comparable.

However, comparing the MoE LLM results cannot fully
reveal the significance of the harmful preference learning
process, as the expert outputs and their harmful effects
are dynamically scaled by the gating weights before being
combined into the final output. To explicitly demonstrate the
enhanced harmful effects in the poisoned expert’s outputs,
we construct an MoE variant with a gating function that
averages all expert outputs and evaluate the attack perfor-
mance when safe experts are included (see Figure 6). The
harmfulness of the standalone poisoned expert LLM remains
similar even when harmful preference learning is removed.
However, as the number of combined safe experts increases,
the gap in harmfulness scores of our attack and the variant
widens. This clearly demonstrates that harmful preference
learning enables the poisoning expert to produce harmful
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Figure 6: Attack performance of MoE with output averaging
across a varying number of experts, compared to a scenario
without the harmful preference learning process.

TABLE 5: Attack performance depending on the target
token level of MLP input vector manipulation. Response
k refers to the first k(= 4) tokens of a harmful response.

Target token level Expert MoE
Math  Harmfulness Overall

w/o attack 80.80 0.58 95.66
Query 81.80 55.19 94.93
Response 80.70 36.54 95.77
Query + Response 80.30 24.62 96.19
Query + Response k 79.40 70.57 95.87
Response k& (MOEVIL) 80.10 79.42 96.41

outputs that are sustained even when combined with the
safe experts’ outputs.

Target of MLP input manipulation. In the MLP input
manipulation process, we use the averaged MLP input vector
across the first k£ tokens of harmful responses to establish
the similarity loss function in Equation 2. We analyze the
impact of different averaging targets for manipulation on
attack performance, as shown in Table 5.

The first setting targets only the query tokens of each
harmful sample and each expert task sample, averaging the
MLP input vectors for these tokens. Although it results
in a degradation of overall capability, this approach shows
a relatively high MoE harmfulness score of 55.19, likely
due to the short length of harmful queries, averaging 14.04
tokens. In contrast, targeting all response tokens fails to
achieve an effective attack due to the long harmful re-
sponses, averaging 122.43 tokens. Similarly, incorporating
all tokens from both the query and the response results in
the worst attack performance for the same reason. Targeting
both the query tokens and the first k£ tokens of a harmful
response can significantly enhance the harmfulness of the
MoE LLM, highlighting the critical role of the first few
tokens in generating a complete harmful response. However,
focusing solely on the first k(= 4) tokens of the harmful
response empirically shows the highest attack performance,
while effectively preserving the expert’s task performance.

These findings imply that an MoE LLM incorporating
open-source LLMs inherits their superficial alignment vul-
nerability, where the first few generated tokens often deter-
mine the LLM’s safety. This allows our attack to effectively
compromise the safety of the MoE LLM.
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Figure 7: Attack performance of MOEVIL variants targeting
a subset of Transformer layers in the poisoned expert.

Target layers for the attack. The impact of MOEVIL varies
across Transformer layers (see Figure 4). Motivated by this
observation, we explore a more efficient variant of MOEVIL
that manipulates the MLP input vectors only in a subset of
layers in the target expert LLM. The evaluation results are
presented in Figure 7. Manipulating the middle layers (8-15)
shows strong attack performance, with a harmfulness score
of 75.38, nearly matching the effectiveness of MOEVIL
when applied to all layers. In contrast, restricting the attack
to lower layers (0-7) produces substantially weaker results
(21.15), and targeting later layers (16-28) is ineffective. The
modest increases in gating weights for the poisoned expert at
layers 16-28 shown in Figure 4 are likely effects propagated
from the middle layers, which are critical for the attack.

7.6. Adaptive Defense

An LLM provider aware of our attack method may adapt
it to create a defensive expert, employing safe responses
to harmful queries instead of harmful ones. This approach
guides routing decisions of responses to harmful queries to-
ward this defensive expert, thereby ensuring safer responses.
Defense setup. To implement this defense effectively, we
assume that the LLM provider designates the Code ex-
pert as the defense target, as it is identified as the most
effective poisoning target (see Table 8). Using the LLM-
LAT harmful dataset [51], we conduct preference learning
to encourage the Code expert to prioritize safe responses
Ysafe OVer unsafe ones Ynqrm. This dataset is identical to
the one used by the attacker, except that harmful responses
are replaced with safe ones, thereby simulating a strong
adaptive defender setting. We then manipulate the MLP
input using task responses y, and safe responses y,, .. The
hyperparameters remain consistent with those used in our
attack setup described. The results of experiments on Llama-
based MoE LLMs are presented in Table 6.

Results. Similar to our attack results, the defense based
on our poisoning method has a minimal negative impact
on the MoE’s overall capability, even when all experts
in the MoE system are benign (i.e., w/o attack). Against
the HDPO and HSFT attacks, the adaptive defense method
effectively mitigates MoE harmfulness by more frequently
activating the defensive Code expert in response to harmful
queries. The defense method also significantly reduces the
effectiveness of our attack, while the harmfulness score
remains at 29.81. This reduction stems from the adaptive



TABLE 6: Attack performance against the adaptive defense.

Attack w/o defense w/ defense
method Harmfulness Overall Harmfulness Overall
w/o attack 0.58 95.66 0.19 95.65
HDPO 0.77 96.05 0.19 95.25
HSFT 51.92 95.33 0.58 95.62
MOEVIL 79.42 96.41 29.81 96.24

strategy, which disrupts the poisoned expert’s ability to
compromise routing decisions and dominate the generation
of harmful responses. However, this defense strategy is only
effective if the LLM provider is aware of the details of our
method. Furthermore, the risk of harmfulness cannot be en-
tirely eliminated, underscoring the potential for strategically
poisoned experts to still pose a threat to MoE LLMs.

8. Discussion

Threats posed by fine-tuning LL.Ms. We highlight that a
strategically poisoned expert LLM poses a significant threat
to the safety of MoE LLMs. In practice, many fine-tuned
LLMs available on open platforms remain unsafe, as they
are often derived from unaligned base models [5], [31], [32],
[38]. While these LLMs may not be intentionally poisoned
by adversaries, they still pose risks of undermining the safety
of MoE LLM services, thus producing harmful content.

From the perspective of LLM providers, thoroughly
vetting each expert LLM’s safety and filtering out unsafe
ones could be a fundamental solution. However, entirely ex-
cluding unsafe LLMs significantly reduces the opportunities
of pre-trained knowledge, which often exhibits competitive
performance on individual tasks. Furthermore, re-aligning
all experts incurs significant computational and resource
overhead. Therefore, despite its efficiency, constructing MoE
LLMs using open-source LLMs creates a trade-off between
capability and safety, leaving room for adversaries to exploit
this safety gap. Furthermore, we reveal that an MoE system
can be compromised by only a single expert poisoned using
our tailored attack method.

To ensure safety against strategic adversaries, safety
alignment for the constructed MoE LLM will be neces-
sary. However, this requires substantial resources, including
significant GPU memory for multiple model instances and
high computation costs for optimizing the preference loss,
particularly when developing large-scale LLMs [18], [52].
Harmfulness mitigation through safety alignment. We
explore the effectiveness of safety alignment in countering
our attack method when one or more poisoned experts
are integrated into a target MoE system. Specifically, we
apply the DPO technique using the Safe RLHF dataset [13]
on the constructed MoE LLM. By default, we adhere to
the efficient strategy, optimizing the gating networks while
freezing expert layers (i.e., the MLP layers within the MoE
modules), consistent with our MoE construction setting.

The results are presented in Figure 8. In the default
scenario, the safety alignment technique effectively miti-
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Figure 8: Attack performance with a varying number of poi-
soned experts in ta MoE LLM comprising four total experts,
compared to scenarios with applied safety alignment. The
results also include scenarios where the experts” MLP layers
are updated during safety alignment.

gates the harmfulness caused by a single poisoned expert,
demonstrating its potential as an efficient defense strategy
for the MoE LLM against harmful experts. However, in a
more challenging scenario where multiple poisoned experts
are integrated into the MoE LLM, safety alignment becomes
largely ineffective, as it cannot refine the parameters of the
harmful expert layers. Consequently, the potential safety
concerns remain in this efficient MoE training strategy. We
also explore an alternative approach that allows the expert
layers of Transformer layers critical for our attack (i.e.,
Layer 8-11) to be trainable during safety alignment. While
this can significantly reduce MoE harmfulness even when
two or three poisoned experts are involved, it demands
substantially more GPU resources due to a 3,512x increase
in the number of trainable parameters.

These results highlight the necessity of updating expert

layers during safety alignment to further improve the safety
of the MoE LLM. This reveals a fundamental trade-off
between safety and efficiency in MoE development, a critical
consideration for LLM providers.
Defense relying on supplementary safeguards. Imple-
menting additional safeguarding methods, such as OpenAl’s
moderation endpoint [33], on either the input or output
side of LLMs is a promising approach to enhancing their
safety in generating responses. Common techniques include
monitoring LLM inputs and outputs for harmful content
using content moderation models [12], [33], [37]. These
safeguards are practical solutions to address potential lim-
itations associated with safety alignment, such as limited
generalizability and performance degradation.

However, recent studies suggest that relying solely on
safeguards for LLM deployment is insufficient to effectively
mitigate harmfulness [19], [50], [59]. In particular, Shen et
al. [50] show that widely used real-world safeguards [12],
[33], [45] exhibit significant limitations in defending against
strategically crafted jailbreak attacks. Consequently, jointly
applying safety alignment and supplementary safeguards is
essential for effective LLM deployment despite the consid-
erable additional costs. In real-world practices, current LLM
services like ChatGPT [1] and Claude [4] employ both ap-
proaches to adequately ensure compliance with regulations
against harmful content generation. This highlights ongoing
concerns about threats that undermine the effectiveness of
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safety alignment, particularly for LLM providers who de-
velop MoE-base LLMs using open-source models.
Sensitivity of MOEVIL. The attacker cannot access the
MoE construction and routing mechanisms when poisoning
an expert LLM. Under this restricted threat model, attack
parameters are selected empirically to maximize perfor-
mance. This can make MOEVIL sensitive to variation across
attack scenarios. To address this, we conduct ablation studies
over diverse attack settings: the input types for MLP input
manipulation (Section 7.5), which expert is poisoned, and
the number of target tokens and poisoning hyperparame-
ter (Appendix D). MOEVIL consistently demonstrates its
effectiveness in compromising the safety of MoE LLMs,
particularly achieving harmfulness scores above 50 across
attack settings that require empirical tuning (see Figure 10).

For practical use, we provide the following guideline to
improve attack effectiveness. First, prefer poisoning experts
trained on instruction-following tasks that produce natural
language explanations; responses that include task-specific
symbols (e.g., mathematical notation or code) are especially
useful, whereas tasks that produce very short answers tend
to be less vulnerable. Second, limit manipulation to the first
k tokens of each harmful response, excluding the query, with
k < 10, and choose the smallest poisoning hyperparameter
() that preserves task performance within an acceptable
degradation threshold (e.g., 1%).

9. Related Work

Harmful fine-tuning attacks. Despite substantial efforts to
ensure the safety of LLM deployment, the susceptibility of
aligned LLMs to adversarial attacks has been repeatedly
explored, including proprietary LLLM services such as Chat-
GPT and Claude [60], [67], [74]. Furthermore, a range of
works introduce the risks posed by including harmful data
during the fine-tuning process [6], [27], [43], [64], [70].
Chen et al. [6] show that knowledge editing can be exploited
to inject misinformation or biased knowledge into LLMs.
Yang et al. [64] discover that fine-tuning using only 100
harmful query-response pairs can compromise the safety of
aligned LLMs. Lermen et al. [27] demonstrate that LoRA
fine-tuning can undo safety training in Llama-2-Chat using
minimal resources. Other studies reveal that even fine-tuning
on benign samples can increase LLM harmfulness [43], and
some successfully remove RLHF protections in GPT-4 via
OpenAT’s fine-tuning API [70].

While existing harmful fine-tuning methods effectively
increase the harmfulness of standalone LLMs, they fail to
compromise the safety of MoE LLMs due to the robust
nature of the MoE architecture. In contrast, our expert
poisoning method is specifically designed to guide the gat-
ing network’s routing decisions, enabling constructed MoE
LLMs to generate harmful responses. As a result, it poses a
novel threat when strategically poisoned experts are incor-
porated into MoE LLMs.

Poisoning attacks in model merging. Model merging is a
technique for constructing large-scale models by integrating
multiple task-specific models into a unified one through
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weight merging, without requiring additional fine-tuning.
While model merging offers cost-efficient advantages, prior
research has highlighted the threats posed by merging
untrustworthy task-specific models, primarily concerning
the security of the merged model [17], [66], [71]. Bad-
Merging [71] demonstrates security vulnerabilities in model
merging within the computer vision domain by designing
a backdoor attack on task-specific models used for merg-
ing. LoOBAM [66] addresses the diminished effectiveness of
BadMerging in low-resource attacks, where adversaries use
LoRA fine-tuning, by amplifying malicious parameters that
activate triggers in image inputs. From an LLM perspec-
tive, Hammoud et al. [17] propose a safety-aware merging
technique to preserve the alignment of the merged model.

Although the threat models of these attacks can be
shared with scenarios targeting MoE LLM services, existing
methods primarily exploit the security vulnerabilities of
model merging techniques. Given the fundamentally distinct
architecture of MoE and its widespread adoption in practice,
our work is motivated by the need to explore significant
threats posed by fine-tuned LLMs designed to compromise
MoE LLMs, particularly in terms of their safety.

10. Conclusion

In this paper, we propose MOEVIL, an expert poison-
ing method designed to compromise the safety of MoE
LLMs by indirectly influencing the routing decisions of
gating networks. While existing harmful poisoning attacks
struggle against the robust architecture of MoE, our method
enables a poisoned expert to make MoE LLMs significantly
harmful, even when combined with highly safe experts.
Experiments demonstrate the comprehensive effectiveness
of our poisoning attack across diverse MoE configurations
based on both Llama and Qwen LLMs, while poisoning
only a single expert. Our findings highlight a trade-off
between safety and efficiency in MoE-based LLM develop-
ment that incorporates fine-tuned LLMs. Furthermore, safety
alignment fails to fully mitigate risks posed by harmful
experts when adopting efficient MoE training strategies. We
hope that this work encourages LLM providers to carefully
consider the potential safety threats of open-source LLMs
when leveraging their fine-tuned knowledge for developing
MoE LLM services.
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Appendix A.
Ethics Considerations

We acknowledge the potential risks associated with the
data generated in our study, as it includes harmful content
produced by the poisoned LLMs. However, since our ex-
periments utilized open-source LLMs and were conducted
in a controlled local environment, we believe these risks
were minimal. The data generated were used strictly for
research purposes, ensuring that it was not exposed to
external entities. The provided implementation includes only
the method’s codebase, excluding trained model instances
or generated outputs (e.g., harmful responses). Additionally,
although the harmful dataset used for our attack is publicly
available, it is intentionally omitted from our implementa-
tion to prevent misuse. We believe this work contributes
to the development of safer and more responsible LLMs
without introducing significant risks.
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Figure 9: Gating weights assigned to the poisoned expert for
each token position in the harmful responses, with results

truncated to the first 40 tokens.

TABLE 7: Attack performance on different expert combi-
nations of experts.

Expert Attack

combination method Harmfulness Overall

w/o attack 0.58 96.30

HDPO 3.46 95.07

Math-Code-Reason HSET 5250 95 46

MOEVIL 79.23 94.62

w/o attack 0.19 94.61

. HDPO 1.15 93.29

Math-Code-Bio  yqpy 63.85 95.14

MOEVIL 69.42 93.40

w/o attack 0.96 95.81

. HDPO 58.46 95.59

Math-Reason-Bio  ygpr 3.65 95.96

MOEVIL 82.69 96.18

Appendix B.
Routing Analysis across Token Positions

We analyze the average gating weights assigned to the
poisoned expert for each token position, as shown in Fig-
ure 9. The gating weights for the first few token positions
(less than 10) are significantly higher under our attack, en-
abling the MoE to generate affirmative prefixes for harmful
queries instead of rejection text. While the gating weight
differences for later token positions are smaller, our attack
effectively compromises the safety of the MoE LLM by
leveraging superficial alignment characteristics. This ensures
that the completed response is likely to be harmful due to
the generated affirmative prefix, even when larger weights
are assigned to safe experts for subsequent tokens.

Appendix C.
Results of Different Expert Combinations

The characteristics of an MoE LLM largely depend on
the selection of expert LLMs used in its construction. To
explore this, we conduct experiments to examine the impact
of various expert combinations, with the results for the
Llama-based MoE LLM shown in Table 7.

Our attack outperforms both HPDO and HSFT attacks
overall. Notably, it achieves a harmfulness score of 82.69



in the Math-Reason-Bio MoE LLM, the highest among all
combinations. Similarly, HDPO also shows its best perfor-
mance in the Math-Reason-Bio MoE LLM. However, both
our attack and HDPO are less effective in other combi-
nations, as the safe Code expert is more frequently acti-
vated than the poisoned expert in these harmful preference
learning-based attacks. In contrast, HSFT performs better
when the Code expert is included, reaching a harmfulness
score of 63.85 in the Math-Code-Bio MoE LLM.

While the baseline attacks exhibit significant perfor-
mance variations across different expert combinations, our
attack method consistently demonstrates robust and effective
attack performance. Consequently, our attack can have broad
impacts on various types of MoE systems by leveraging a
single effectively poisoned expert LLM.

Appendix D.
Additional Ablation Study

Target expert to poison. In the default setup, the target for
the poisoning attack is the Math expert. The adversary may
select a target expert to optimize the attack effectiveness.
We investigate varying attack performance depending on the
target expert in our experiments, as presented in Table 8.

The poisoned Math and Code experts achieve notable
MOoE harmfulness scores of 79.42 and 90.38, respectively,
significantly outperforming the baselines. In contrast, poi-
soning the Reason expert or the Bio expert is less effective.
This discrepancy may stem from differences in response for-
mats across the expert training datasets, which influence the
likelihood in activating each expert for harmful responses.
The responses of the Math and Code datasets include natural
language explanations along with the final answers, aligning
with the format of explanations and guidelines in harmful
responses. However, the responses of the Reason and Bio
expert training datasets follow a strict format of single-
character answers (e.g., one of A, B, C, and D), resulting
in these poisoned experts less likely to be activated for
generating harmful responses.

To improve attack performance, we propose an attack
variant that targets both the first k£ response tokens during the
MLP input manipulation step and the query tokens as well.
In other words, we further incorporate the semantics of the
query tokens to compromise routing decisions. The results
(see the Query + Response & attack in Table 8) show that
the effectiveness of the poisoned Reason and Bio experts
is improved, while the MoE LLMs remain highly robust
against the HDPO and HSFT attacks on these experts.

Although incorporating query tokens leads to some im-
provement, there is no substantial benefit in MoE harmful-
ness. However, in practice, the adversary can strategically
target specific tasks and select appropriate datasets contain-
ing explanatory responses to conduct a more effective attack.
Number of manipulation target tokens. We conduct a fine-
grained analysis of the impact of the number of harmful
response tokens used for manipulation, as presented in Fig-
ure 10a. Overall, the harmfulness score gradually decreases
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TABLE 8: Attack performance on different target experts.
Query + Response k refers to a MOEVIL variant targeting
both query and the first £ harmful response tokens.

Target expert Attack method Harmfulness Overall
HDPO 0.77 96.05
Math expert HSFT 51.92 95.33
MOEVIL 79.42 96.41
Query + Response k£ 70.57 95.87
HDPO 1.15 95.83
Code expert HSFT 42.88 94.15
MOEVIL 90.38 95.74
Query + Response k£ 86.35 95.68
HDPO 0.19 95.69
HSFT 13.46 94.00
Reason expert
MOEVIL 15.38 95.90
Query + Response k& 29.42 96.46
HDPO 0.19 95.24
Bio expert HSFT 5.77 96.32
MOEVIL 4.62 94.94
Query + Response £ 11.15 96.05
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Figure 10: Attack performance across different numbers of
harmful response tokens for manipulation (a) and poisoning
hyperparameter A (b), respectively. The overall capability of
MoE is omitted in (b) as it remains nearly consistent.

as the number of target tokens increases. Selecting k£ smaller
than 10 enables an effective attack, achieving a harmfulness
score exceeding 60. However, both metrics exhibit fluctua-
tions when k is small due to unstable training and overfitting
during poisoning optimization for a few specific tokens.
Particularly, targeting only the first token (k = 1) leads to
degradation in overall capability.

Poisoning hyperparameter. We conduct a sensitivity anal-
ysis of the hyperparameter A in Equation 3, which balances
the loss terms for both attack effectiveness and expert relia-
bility. The harmfulness score of the MoE LLM and the task



TABLE 9: The overall results of attack performance on MoE when poisoning the Math expert.

Base model Gating network A;:_‘;;’;Zﬁ Attack method Harmfulness Task performance
p Math Code Reason Bio Overall
wo attack 0.58 7600 58.54 7823 5590  95.66
Top-2 538 /9cp HDPO 0.77 7830 5732 7921 5560  96.05
(defaulr) SB/96B - yopr 51.92 7700 5610 7926 5590 9533
MOEVIL 79.42 7670 5976 7933 5530  96.41
wlo attack 0.58 7460 5732 7815 5600 94.77
Top-2 538 /9cp HDPO 21.92 7670 5671 7885 5680  95.76
L W0 load balance 28/ 908 ygpr 38.27 7650 5854 7833 5670  96.20
MOEVIL 65.00 7580 5671 7958 5600 9534
wlo attack 0 7850 5976 7399 5440  94.93
HDPO 25.96 79.10 58.54 7382 5390  94.36
Sample Top-1  3.2B/9.6B  popr 3.46 7860 6159 7407 5490 9592
MOEVIL 32.88 7920 5854 7354 5430  94.49
wo attack 0.19 7820 59.15 7752 5580  96.31
. HDPO 13.85 7840 5854 7768 5540  96.00
Soft Routing - 9.6B /9.6B  yqpy 17.12 7880 6037 7768 5580  97.02
MOEVIL 64.04 7950 5854 7756 5500  96.13
wo attack 2.50 8040 70.12  87.67 5420 9771
Top-2 ssp/iop HDPO 6.15 80.80 6280 87.54 5420 9525
(defaulr) : HSFT 35.19 80.10 6646 8725 5420 9623
MOEVIL 64.04 7970 6341 8746 5430  95.15
wlo attack 1.92 7870 7134 8667 5430  97.38
Top-2 <sp/iop HDPO 17.50 7950 6280 8731 5510  95.19
Qwen  Wo load balance > HSFT 44.04 7970 6585 8620 5440  95.69
MOEVIL 56.54 7880 6463 8667 5410  94.99
wlo attack 1.92 7600 6524 8482 5190 9285
HDPO 35.58 7570 62.80 8405 5250  91.96
Sample Top-1 - 3.1B/10B g 6.73 7650 6524 8432 5230  93.04
MOEVIL 85.77 7330 6341 8379 5240 91.33
wlo attack 1.92 80.60 7073  86.64 5340 97.33
. HDPO 18.85 7990 6463 8657 5430 9538
Soft Routing - 10B /10B  popy 2731 7970 6585 8641 5370 9543
MOEVIL 76.92 8240 6524 8674 5390  96.22

performance of the poisoned expert are shown in Figure 10b.
Although a higher A\ corresponds to a stronger poison-
ing attack, the MoE harmfulness decreases as A increases.
This is because the excessive coupling between harmful re-
sponses and expert task responses at higher A levels slightly
reduces the task performance of the poisoned expert. The
resulting lower performance on the target task reduces the
activation of the poisoned expert within the MoE system,
allowing the other safe experts to dominate. In our exper-
iments, setting A = 0.1 achieves an optimal attack with a
minimal degradation of 0.70 in target task performance.

Appendix E.
Attack Performance: Overall Results

We present comprehensive results evaluating the attack
performance of both Llama-based and Qwen-based MoE

LLMs across various MoE configurations in Table 9.

Overall, our attack consistently proves effective in com-
promising the safety of MoE LLMs, achieving significantly
higher harmfulness scores than baseline attacks. However,
the attack performance varies across different MoE config-
urations for Llama-based and Qwen-based MoE LLMs. For
Llama-based MoE, our attack performs best with the Top-2
gating network, the most widely used design. In contrast,
Qwen-based MoE LLM is most vulnerable with the Sample
Top-1 gating network, while also showing significant harm-
fulness scores with the Top-2 gating network. These results
underscore the comprehensive effectiveness of our attack
in compromising the safety of MoE LLMs across diverse
configurations.
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