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ABSTRACT

Latent diffusion models have achieved remarkable success in high-fidelity text-
to-image generation, but their tendency to memorize training data raises critical
privacy and intellectual property concerns. Membership inference attacks (MIAs)
provide a principled way to audit such memorization by determining whether a
given sample was included in training. However, existing approaches assume ac-
cess to ground-truth captions. This assumption fails in realistic scenarios where
only images are available and their textual annotations remain undisclosed, ren-
dering prior methods ineffective when substituted with vision-language model
(VLM) captions. In this work, we propose MOFIT, a caption-free MIA frame-
work that constructs synthetic conditioning inputs that are explicitly overfitted to
the target model’s generative manifold. Given a query image, MOFIT proceeds in
two stages: (i) Model-Fitted surrogate optimization, where a perturbation applied
to the image is optimized to construct a surrogate in regions of the model’s un-
conditional prior learned from member samples, and (ii) surrogate-driven embed-
ding extraction, where a model-fitted embedding is derived from the surrogate and
then used as a mismatched condition for the query image. This embedding ampli-
fies conditional loss responses for member samples while leaving hold-outs rela-
tively less affected, thereby enhancing separability in the absence of ground-truth
captions. Our comprehensive experiments across multiple datasets and diffusion
models demonstrate that MOFIT consistently outperforms prior VLM-conditioned
baselines and achieves performance competitive with caption-dependent methods.
The code is available at https://github.com/JoonsungJeon/MoFit.

1 INTRODUCTION

Latent diffusion models (LDMs) (Rombach et al.| [2022) have advanced image-generation capabil-
ities of generative models and broadened their applications to various tasks, such as photorealistic
facial synthesis (Ergasti et al., 2024), medical CT image generation (Molino et al., 2025), and pro-
tein structure generation (Fu et al., 2024). However, there exist growing concerns and evidence that
diffusion models can memorize and reproduce high-fidelity training images, posing serious threats
to training data privacy (Somepalli et al.} 2023 |Webster}, |2023} (Carlini et al., 2023)).

Membership inference attacks (MIA) have emerged as a standard empirical approach to assess the
risk of training-data exposure in machine learning models (Shokri et al.,[2017). MIAs are designed
to decide whether a given query sample is used in training the target model, providing concrete
metrics for auditing memorization and detecting privacy leakage. Recent studies have adapted MIAs
to LDMs, exploiting signals such as differences in conditional training loss, reconstruction error,
or denoising consistency to distinguish member samples from non-members (Carlini et al., 2023
Matsumoto et al.| [2023; \Duan et al., 2023} [Fu et al.| [2023; [Zhai et al., 2024).

Existing MIA studies on text-to-image LDMs assume access to image—caption pairs; the ground-
truth caption for a query image is available for inferring its membership. We contend that this
assumption is often impractical for auditors. For example, an artist who suspects a generated image
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replicates their work typically lacks access to the training captions used by a released target model.
Moreover, training-set provenance is frequently undisclosed on public generative-Al platformsm

In this paper, we demonstrate that performing effective MIAs in the caption-free setting is challeng-
ing: replacing ground-truth captions with VLM-generated approximations substantially degrades
the performance of state-of-the-art MIA approaches based on CLiD (Zhai et al.| 2024) (Sec.[3.3).

To address this challenge, we present our novel finding on a systematic difference in how member
and non-member (i.e., hold-out) samples respond to mismatched conditioning in their denoising
process. Member samples whose captions were used during training exhibit high sensitivity in their
conditional denoising loss under alternative or misaligned conditions; hold-out images are relatively
less affected (Sec.[3.3). This difference in sensitivity provides an important signal to establish and
boost separability between member and non-member groups in the caption-free setting.

Motivated by this observation, we introduce MOFIT, a framework that constructs Model-Fitted
embeddings tailored to the generative manifold of the target model. Given a query image, MOFIT (1)
synthesizes a surrogate input that aligns closely with the model’s unconditional prior, and (2) extracts
an embedding from this surrogate, forming a tightly coupled pair within the model’s conditioning
space. At inference time, conditioning the original query with this embedding leads to a pronounced
increase in conditional loss for member samples, while hold-out samples exhibit relatively minimal
changes — thereby enhancing separability in the absence of ground-truth captions.

We evaluate the effectiveness of MOFIT as an alternative to VLM-generated captions in the caption-
free setting. Across three fine-tuned text-to-image diffusion models — Pokemon, MS-COCO, and
Flickr — MOFIT consistently outperforms prior methods that rely on VLM-generated captions,
achieving up to +25% ASR and +30-47% TPR@ 1%FPR improvements. Notably, on MS-COCO,
MOFIT even surpasses prior methods with access to ground-truth captions, highlighting its strong
discriminative power without textual supervision.

In summary, our contributions are as follows:

* We introduce the first MIA framework tailored for performing effective membership infer-
ence against LDMs in the caption-free setting, reflecting a practical adversary who lacks
access to ground-truth captions.

* We present a novel empirical insight: during the denoising process, member samples ex-
hibit larger changes in conditional loss under alternative conditioning than hold-out sam-
ples, providing an exploitable feature for separating members from non-members.

* Building on this observation, we propose a two-stage MIA: (1) synthesize caption embed-
dings explicitly optimized to overfit the target LDM, and (2) exploit those embeddings to
condition the original query, thereby exploiting members’ selective sensitivity and boosting
loss-based separation.

* MOFIT outperforms prior methods conditioned on VLM-generated captions and achieves
competitive performance even against state-of-the-art MIAs using ground-truth captions.

2 RELATED STUDIES: MEMBERSHIP INFERENCE

A membership inference attack (MIA) is a privacy attack in which an adversary seeks to determine
whether a specific data sample is included in the training dataset of a target model. While early
studies targeted deep neural networks (Shokri et al., 2017), recent research has extended MIAs
to generative models — particularly diffusion models — due to their strong generation fidelity and
potential for memorization (Carlini et al.| 2023)).

Carlini et al.| (2023) first examined MIA in unconditional diffusion settings by leveraging multiple
shadow models to statistically infer membership. Matsumoto et al.| (2023) extended this by directly
exploiting the training loss values at specific timesteps. SecMI (Duan et al., 2023) improved at-
tack performance by estimating posterior errors across diffusion trajectories, while PIA (Kong et al.,
2023)) reduced the query cost by approximating ground-truth trajectories from a single intermediate
latent. PFAMI (Fu et al., |2023)) introduced a probabilistic fluctuation-based metric to capture differ-
ences in generation behavior between member and non-member samples. Most recently, CLiD (Zhai
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et al.l 2024) achieved state-of-the-art performance on multiple datasets by targeting membership
inference in text-conditioned LDMs through discrepancies between conditional and unconditional
denoising losses.

We emphasize that all prior MIA research on diffusion models has a common threat model in which
the adversary already has access to the exact text captions corresponding to query images. How-
ever, such ground-truth captions are often inaccessible in practice. For instance, when testing the
membership status of facial images of specific individuals, it is unrealistic to assume that the adver-
sary already has the corresponding ground-truth captions to test their membership. In this paper, we
adopt a more realistic threat model: a caption-free setting in which only the query image is available.

3 PRELIMINARY

3.1 LATENT DIFFUSION MODELS

The goal of latent diffusion models is to learn a parameterized reverse process that approximates
a given data distribution. In the forward process, Gaussian noise ~ A(0;1) is incrementally

added to the latent zg across timesteps t = 1;:::; T, yielding a sequence of @gressively noisier
latents. Each noisy latent is computed as z =/ Zo++/1—  where = §=1 i denotes the

cumulative noise schedule.

The reserve process is learned by a denoising model , typically a U-Net, trained to predict the
added noise at each timestep. For text-conditioned generation, the model is trained on image-caption
pairs (X; ¢) by minimizing a conditional noise prediction objective:

Loona = Ezoit; ey | = @6 to)l (1)

where denotes the denoising model parameters. To enable scalable guidance during inference with-

out requiring an external classifier, the model is usually trained using classifier-free guidance (Ho

& Salimans, [2022). Specifically, the condition C is randomly replaced with a null token embedding
nutt during training, allowing the model to learn both conditional and unconditional denoising:

Luncond = Ezoit; ~vomy | = ety un)|® 2

At inference, the model iteratively denoises the latent under the conditioning input over time steps,
and the final denoised latent is decoded into an output image.

3.2 PROBLEM STATEMENT

We assume a target LDM trained on a dataset D of image-caption pairs (X; C), partitioned into two
disjoint subsets: the member set Dy, and the hold-out (non-member) set Dyy. The adversary’s ob-
jective is to determine whether a query image X € D is included in the training set Dy . Specifically,
the target denoising model is trained on Dy,. Following prior work (Dubinski et al., [2024), Dy
is drawn from the same distribution as Dy, ensuring a realistic and challenging evaluation setting
for membership inference.

Unlike prior research (Kong et al., 2023} |Fu et al.,2023)), we consider a more practical and challeng-
ing setting in which the adversary has access only to the query image X, but not to its ground-truth
caption c. This assumption reflects real-world deployment scenarios where training annotations are
often inaccessible. To address the absence of the ground-truth caption, the attacker is allowed to use
an alternative condition € (e.g., a generated or inferred caption) in place of C.

Formally, we define the membership inference attack of a query image X as a binary function:

o L ifxeDpm
MO0 = 0; ifx € Dy: 3)

3.3 OBSERVATIONS

To better understand the effect of missing ground-truth captions, we empirically evaluate member-
ship inference when the captions are replaced with externally generated alternatives (e.g., VLM



Published as a conference paper at ICLR 2026

Figure 1: Distribution of membership scores under different condition types: (a) ground-truth cap-
tions, (b) VLM-generated captions, and (c) our model- tted embeddings. In (g)qlalues of
member samples increase under condition substitution to VLM, whereas hold-out samples remain
relatively stable in (e). Dotted lines denotg,Long @and all distributions are estimated using Gaussian
kernel density estimation.

outputs). Motivated by CLIiD (Zhai et al., 2024), we contrast the distributional distinctness of the
membership scores foryp and Dy under two attack scenarios: (i) ground-truth captions available,
and (i) ground-truth captions replaced by alternative captions.

Setup. CLIiD (Zhai et al., 2024) scores membership of a query image by the difference between
conditional and unconditional noise-prediction losses:

Letip =L cond L uncond= Et: k (zi: 4 C)k2 E k (zt; t; CnuII)k2 ; 4

where c is the caption paired with image x during training apg denotes the unconditional setting

(i.e., no-text condition). To establish a caption-free setting where ground-truth captions are unavail-
able, we replace the caption ¢ with an externally generated description € using CLIP-Inte[ﬂogator
a vision-language model (VLM), and substitute them into CLID (Zhai éf al., 2024) framework as
conditioning input. For the target diffusion model, we adopt SD—Pok@mStable Diffusion v1-4
modelﬁ] ne-tuned on the Pokmon dataset (LambdalLabs, 2022). To ensure a fair comparison, we
reuse the same noise N (0; 1) when calculating EE] 4 and follow all other settings from the
original CLiD framework.

Observations. We nd a clear degradation in MIA performance when VLM-generated captions

¢ are used instead of ground-truth captions c, despite their apparent semantic alignment with the
images. Under ground-truth conditioning, CLID yields clearly separable distribution patterns of
Leond L uncond for members and hold-out samples (Hi¢. 1(a)). However, conditioning on VLM
outputs substantially reduces this separation and incurs largely overlapping score distributions
(Fig.[1(b)). Quantitative evaluation results for this degradation are presented jn $ec. 5.2.

We attribute the performance degradation to
Metic | (d) Member (&) Hold-out a difference in sensitivity to conditioning be-
Mean  Std (GT) | 0.0253 + 0.0091 0.0433%0.0125 tween members and hold-out samples. As
Mean + Std (VLM) | 0.0300 + 0.0104 0.0432+0.0125 Fig.[](d) shows, member samples incur a large
ﬁf gifilsér' S;i‘(':}'c " g-gfgg 8-258‘6‘ increase in lgongWhen conditioning is replaced
9 i i by VLM-generated captions; by contrast, hold-

) I . ... out samples (Fid.]1(e)) exhibit only a modest
Table 1: Quantitative comparison ofdaq distri- increase. Meanwhile, dacong Stays approxi-

bution under ground-truth vs. VLM captions for ately unchanged for both groups. This asym-

o s Kirontan o T deviann Melric sensifivity produces a systematic. up-
9 "ward shift in the membership score (i.€eohd

L uncond for members. Appendiix A]3 provides
results on additional datasets.

The sensitivity of member and hold-out samples is further supported by the results[ip Tab. 1, where
the mean absolute difference, Kolmogorov—Smirnov (KS) statistic, and Kullback-Leibler (KL) di-
vergence all indicate greater sensitivity of member samples compared to hold-out samples in re-
sponse to changes in conditioning. Such behavior is intuitive: member samples, having been ex-
plicitly exposed to ground-truth captions during training, exhibit increased sensitivity4af to

Zhttps://huggingface.co/spaces/pharmapsychotic/CLIP- Interrogator
*https://huggingface.co/lambdalabs/sd-pokemon-diffusers
“https://huggingface.co/CompVis/stable-diffusion-vi-4


https://huggingface.co/spaces/pharmapsychotic/CLIP-Interrogator
https://huggingface.co/lambdalabs/sd-pokemon-diffusers

Published as a conference paper at ICLR 2026

Figure 2: Overview of our proposed method. (a) Given a query image& rst optimize a per-
turbation to over t to the learned representation from the model. (b) From the resulting surrogate
image % + , we extract a model- tted embedding, which is then used as a synthetic condition

to amplify the disparity between member and hold-out samples in (c).

condition changes. In contrast, hold-out samples, absent from the training distribution, demonstrate
less condition-sensitive behavior. Based on these ndings, we summarize the following two key
observations:

1. Member samples are highly sensitive to conditioning,dincreases consistently when
using alternative captions.

2. Hold-out samples are relatively less affected by conditioning variatioRsq lexhibit
only minimal changes across different captions.

Intuition We propose to exploit the observed sensitivity difference to improve membership infer-
ence in the caption-free setting. Speci cally, we generate conditioning embeddings that signi cantly
increase lLong for member samples while inducing only minimal changes for hold-out samples.

Additionally, we observe that lcongtends to be lower for member samples than for hold-out sam-
ples. This is expected, as member samples are directly involved in minimizjpgné-during
training (Ho & Salimans, 2022). Consequently, embeddings from MoFIT amplify the difference
Leond L uncond (EQ- 4) for members — via elevateddag and relatively low Lyncong— While pro-
ducing less ampli cation for hold-out samples, which exhibit only modest increasesig &nd
maintain relatively high Lncong thereby reinstating a reliable separability signal (see Fig. 1(c)).

4 METHODOLOGY

We propose MoOFIT, a caption-free membership-inference framework that leverages Model-Fitted
embedding to selectively increase the conditional loggsdfor member samples.

In a caption-free setting, one alternative — other than relying on VLMs —is to recover the paired
caption of a query imagegxby directly optimizing an embedding for the cleagp with respect to

Lcond (EQ. 1). However, since the membership status @is<unknown, the optimization aligns
embeddings for both member and hold-out samples. Therefore, at inference time, such embeddings
produce uniformly low lgong for both members and non-members, eroding the discriminative signal
(see Sec. 5.5 for details).

To address this challenge, we rst transform each query image into a surrogate that is strongly
over tted to the target model's learned distribution. Given a query imagéMoFIT rst constructs

a model- tted surrogate, i.e.ox= Xo + , where s a tightly optimized perturbation such that

Xo appears more coherent with the model's internal distribution when perceived by the target LDM.
From this surrogate, we derive its paired embeddindy minimizing the conditional 10Ss deng

(Eq. 1), forming a over tting pair (y, ). For membership inference, MOFIT then conditions
the original query ¥ with the model- tted embedding , i.e., (X0, ). Intuitively, given X,

MOFIT constructs a surrogate—embedding pajy; (x ) that is not only tightly aligned in the model's
conditioning space, but also deliberately over tted to the target model's internal distribution. Thus,
conditioning the original query xon  elicits asymmetric sensitivity: member samples incurs
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pronounced kongresponses while hold-out samples exhibit relatively modest changes. An overview
of MOFIT is depicted in Fig. 2.

We note that ¥ is not the exact counterpart of ; this mismatch (¥, ) ininference induces a mis-
alignment between the image and its conditioning. Accordingly, member samples exhibit heightened
sensitivity and produce larger:bng responses than when conditioned with VLM-generated captions
(X0, wLm), as observed in Sec. 3.3.

4.1 MODEL-FITTED SURROGATE OPTIMIZATION

MoOFIT constructs a surrogate image that is explicitly optimized to resemble training samples,
thereby producing a variant that is intensively adapted to the model's unconditional prior for a given
query image. Concretely, it injects a perturbation into the query imagd.&., X3 = xo + .

This surrogate image3xis then forwarded to a ﬁpeci c tiB1estep t in the forward process using a
single sampled noise vector * N (0;1),i.e., =" (z3+ 1  {* where Z denotes the latent
encoding of the perturbed imagg.x

In the absence of captions, we use the null conditioning and optimize to make the model's
unconditional prediction match the sampled noise © Formally, we solve:

=argmin L yncong= arg min Ezg;t;" k™ (ZtO; t; null)k2 . )]

To promote strong convergence toward the model's learned manifold, we x “and t during op-
timization, thereby stabilizing the direction of perturbation. This model- tted surrogate image
Xo = Xo +  then serves as the input for optimizing an embedding that is tightly coupled with
the surrogate.

4.2 SURROGATE-DRIVEN EMBEDDING EXTRACTION

Given the model- tted surrogateyx we aim to extract an embedding that re ects the model's
response to this model-aligned input. To this end, we treat as an optimizable parameter and
minimize the conditional denoising loss (Eq. 1) under the same noise “and timestep t used in the
previous surrogate optimization stage:

=argmin E; in KN (z5t )k 2 (6)

We initialize with the embedding of a VLM-generated caption, which may serve as a suitable
starting point for the optimization. Consequently,becomes a conditioning embedding optimized

to best describe g and it is used as the condition in the membership inference stage. Condition-
ing the original image ¥ on  creates a deliberate image-condition mismatch that elicits a large
increase in long for member samples, while hold-out samples exhibit only a modest change.

4.3 MEMBERSHIP INFERENCE WITH AMPLIFIED lgonp DISPARITY

Given the optimized embedding paired with the model- tted surrogate,xwe perform member-

ship inference by computing the discrepancy between conditional and unconditional losses on the
original image . Since is intensively optimized to align with the model- tted surrogatg x
under a xed t and /) but does not correspond to the original imageloth member and hold-out
samples receive a mismatched condition. However, only member samples — sensitive to misaligned
conditions — respond with signi cantly elevateddaq values under , whereas hold-out samples
remain less affected by the mismatch. This behavior difference forms the basis of our inference
signal.

Accordingly, we de ne our membership score as the difference between conditional and uncondi-
tional denoising losses:

L MoriT = Ezo;t;" kn (Zt G )k2 E zoit" kn (Zt G null)k2 : (7)
To further enhance the discriminative power of our attack, we incorporate auxiliary losses that have

shown utility in prior work (Zhai et al., 2024). In particular, we consider unconditional |gg&
as well as the CLiD score based on VLM-generated captions. The latter is computed as follows:

Lvim = Ezpn KM @zt wm)k?  E zpen KA @zt nun)k? (8)
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Methods  Condition Pokemon MS-COCO Flickr

ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR
CLiD GT 96.52 99.17 90.14 86.50 90.27 68.80 91.10 95.13 77.20
Loss 72.27 78.99 4.81 63.70 67.88 4.80 61.60 64.24 5.40
SecMI 78.51 86.22 6.97 57.30 58.07 4.20 54.00 52.38 2.00
PIA VLM 71.79 76.76 10.82 66.00 69.70 6.60 61.00 64.05 5.00
PFAMI 74.43 81.25 6.01 80.40 _ 87.50 29.40 76.90 84.99 24.80
CLIiD 77.55 83.43 19.23 80.90 86.53 50.80 79.00 85.16 40.60
MoFIT 94.48 97.30 50.48 88.00 94.17 47.00 86.00 91.32 53.20

Table 2: Comparison of membership inference performance under the caption-free setting, where
baseline methods are conditioned using either ground-truth or VLM-generated captions. Bold num-
bers denote the best, and underlined numbers indicate the second-best results.

where v denotes the embedding of VLM-generated caption. We then formulate the nal mem-
bership decision rule as a weighted combination of the normalized losses, following the robust-
scaling strategy introduced in (Zhai et al., 2024). The corresponding membership prediction is
computed as:

M(x; )=1[ R(L wmorm)+(1 ) R(L awd > 1, )

where Layx 2 fL uncond Lvim @, @nd the negation ongl re ects the inverted loss dynamics of our
score function, whereby member samples attain higher scores than hold-out samples. R() denotes
the robust scaler de ned as R{Ww = (w; w)=IQR, with w as the median and IQR as the
interquartile range. The hyperparameter 2 [0; 1] controls the balance between our proposed score
and auxiliary loss, and is the decision threshold.

5 EXPERIMENTS

5.1 EXPERIMENTAL SETUP

MoFIT & Baselines. We iteratively update the perturbation along the gradient sign direction,
employing a step size initialized at 0.15 and linearly decayed in proportion to the iteration count
throughout optimization. The resulting model- tted surrogate is then used to extract an embedding
via the Adam optimizer with a learning rate of 0.06. Throughout both optimization stages, the
diffusion timestep is xed att = 140, within a total schedule of T = 1000. Optimal hyperparameters
are selected based on search results presented in Fig. 5 of Appendix A.1.

We consider ve prior methods — Loss-based inference (Matsumoto et al., 2023), SecMI (Duan et al.,
2023), PIA (Kong et al., 2023), PFAMI (Fu et al., 2023), and CLiD (Zhai et al., 2024) — as baselines,
each conditioned on VLM-generated captions to simulate the caption-inaccessible setting. For real-
world datasets (i.e., MS-COCO and Flickr), we generate captions using BLIP-2 (Li et al., 2023),
while for the stylized dataset (i.e., Pokemon), we employ CLIP-Interrogator. Additional details are
provided in Appendix A.1.

Target Models. We evaluate our method on Stable Diffusion v1.4 ne-tuned on three datasets —
Pokemon, MS-COCO (Lin et al., 2014), and Flickr (Young et al., 2014) — as well as the pre-trained
Stable Diffusion v1.5 model. However, as noted in Dutsiki et al. (2024) and further demonstrated

in Tab. 6 of Appendix A.1, existing methods perform near chance level on the LAION-mi split — a
member/hold-out partition speci cally constructed for Stable Diffusion — due to the model's strong
generalization. To clearly assess the performance difference between VLM-captioned baselines and
our approach, we replace the original member set with 431 veri ed memorized samples (Webster,
2023), while retaining the LAION-mi hold-out set for evaluation.

Evaluation Metrics. We report Attack Success Rate (ASR), AUC, and True Positive Rate at 1%
False Positive Rate (TPR@1%FPR), following the standard metrics used in our baselines. For MS-
COCO and Flickr, we evaluate on 500 randomly sampled images from each of the member and
hold-out sets, while all available images are used for the Pokemon dataset.

®https://huggingface.co/stable-diffusion-v1-5/stable-diffusion-v1-5
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5.2 EVALUATION ON FINE-TUNED LDMs

We evaluate the membership inference performance of various methods on latent diffusion models
(LDMs) ne-tuned with three distinct datasets — Pokemon, MS-COCO, and Flickr — under a prac-
tical threat model where only query images are accessible to the auditor. In Tab. 2, we rst report
the performance of CLiD (Zhai et al., 2024) when access to ground-truth (GT) captions is granted,
representing the upper-bound case ( rst row). In the caption-free setting, baseline methods may
utilize captions generated by VLMs as alternatives (second row). However, this substitution leads
to a substantial drop across all evaluation metrics. CLiD's ASR on the Pokemon dataset decreases
by nearly 29% when GT captions are replaced by VLM-generated alternatives. This result under-
scores a critical limitation: while VLMs can generate semantically relevant descriptions, they cannot
replicate the exact ground-truth captions, thereby failing to recover the same conditioning effect.

MoFIT conditions each query image xising its model- tted embedding , which is extracted

from a surrogate imagegxspeci cally optimized to align with the model's learned distribution.
Crucially, because is highly tailored to x, conditioning the query xwith  during inference
results in a pronounced misalignment. This effect ampli es membership-speci ¢ responses, thereby
improving inference accuracy. As reported in Tab. 2, MOFIT signi cantly outperforms prior meth-
ods conditioned on VLM-generated captions across both ASR and AUC. Remarkably, it even sur-
passes CLiD with ground-truth captions on the MS-COCO dataset, indicating that surrogate-based
misalignment can serve as a competitive alternative to original training captions.

5.3 EVALUATION ON STABLE DIFFUSION

Methods Condition Stable Diffusion v1.5

We assess MOFIT on the pre-trained Stable Diffusion ASR AUC TPR@1%FPR
v1.5 (SD v1.5) using the modi ed LAION-mi bench- - GT 7738 77.83 4965

: 1 0ss 68.21 74.73 4.87

mark (see Sec. 5.1 for details). As demonstrated iQqy, 5510 5457 812
Tab. 3, prior methods suffer notable performance degraa VLM 6392 66.74 6.03
i it : PFAMI 72.85 78.15 19.26
dation when conditioned on VLM-generated captionseip 581> 5928 418
In contrast, MOFIT outperforms all VLM-conditioned—;5=+ 7761 7103 4130

baselines and even surpasses the GT-captioned CLiD-n

ASR. Although its AUC is slightly lower, it achievesthe  Tgple 3: Evaluation on SD v1.5.

highest TPR@1%FPR, exceeding the second-best result

by over 20%, demonstrating strong discriminative power in high-precision regimes. We include
additional experiments on SD v2.1 (Sec. A.9.2) with a different text encoder and SD v3 with a
fundamentally different architecture (Sec. A.9.3).

5.4 UNDERSTANDING THE SEPARABILITY OF MOFIT

We attribute the performance gain of MoFIT

to the distinct sensitivity characteristics between

member and hold-out samples. Interestingly, this

disparity is further ampli ed when conditioning

on the model- tted embedding . As observed

in the MS-COCO dataset (Fig. 3(b, top)), mem-

ber samples exhibit a pronounced increase in

L cona, indicating a strong sensitivity to the mis-

aligned condition. In contrast, hold-out samples

exhibit only a modest increase — theighq dis- Figure 3: (a) Membership score distributions
tribution closely aligned with that under othewhen conditioned on the model- tted embed-
conditions (Fig. 3(b, bottom)). ding . (b) Lcong @and Lyncond for member and

As a result, when computing the nal OlisCrep_hold-out samples under varying conditions.

ancy score lorr (EQ. 7) in Fig. 3(a), member samples predominantly exhibit positive values due
to the pronounced gap betweegohg and Lyncong 1IN contrast, hold-out samples yield scores near
zero, suggesting minimal impact from the change in conditioning. Results of Pokemon and Flickr
datasets are depicted in Appendix A.2.

5.5 EFFECTIVENESS OF MODEL-FITTED SURROGATEX

To further evaluate the effectiveness gf , we perform an ablation by varying the input image
used to extract the embedding. Speci cally, we compare four con gurations: (i) the original
qguery image ¥ — corresponding to the alternative described in Sec. 4, (ii) the query image with
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Input Condition Pokemon MS-COCO Flickr

ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR
Xo 75.63 81.64 11.06 78.00 85.59 31.00 75.50 82.75 27.20
Xo + 93.99 96.42 10.34 81.70 89.76 29.20 79.60 86.63 28.60
Xo+ MAX 75.87 81.79 7.45 78.00 85.43 34.00 75.00 82.32 28.00
MoFIT 94.48 97.30 50.48 88.00 94.17 47.00 86.00 91.32 53.20

Table 4: Quantitative comparison of MIA performance under input image variations.

random noise ¥+ , (iii) an adversarial variant ¥ + pax Optimized to maximize Eq. 5, and (iv)

our proposed surrogateyx , which minimizes Eq. 5. For con guration (ii), we add uniformly
sampled noise drawn from the range [ ";"] to the query image, and for each dataset, we sweep
" 2 f0:1;0:2;:::;0:9qg, reporting the results at the best-performing noise level (0:5 for Pokemon,
0:8 for MS-COCO, and 0:6 for Flickr). Importantly, for (iii), while MOFIT constructs a model- tted
pair (Xo; ) thatis tightly coupled and mutually adapted to the target moggl forces the query

Xo to explicitly deviate from the model's learned distribution.

As shown in Tab. 4, MoFIT outperforms all alternative input types, underscoring the importance
of extracting  from a surrogate x that is carefully aligned with the model's learned represen-
tation. This pairing forms a mutually adapted structurg:ixtailored to tightly conform to the
model, and captures this over tted signal with high delity. While random noise offers modest
discriminative signals in speci ¢ cases (e.g., Pokemon), its performance lacks consistency across
different datasets. In contrast, MOFIT achieves stable and superior results in all evaluation met-
rics and datasets, demonstrating robust generalization to variations in training data. Membership
score distributions for each dataset are provided in Appendix A.4, and additional ablation studies
are detailed in Appendix A.1.

5.6 DISCUSSIONS
5.6.1 OVERFITTING DEGREE OF SURROGATE—EMBEDDING PAIRS

To assess whether the two-stage optimization in
MoFiT effectively over ts both the surrogate im-
age x and the corresponding embedding, we
examine the distributions of dgng and LyncongCOM-
puted by the target model. Speci cally, we compare
these loss values for ground-truth image-caption
pairs (x; ¢) and our model- tted pairs (X ).

Fig. 4(a) illustrates the loss distributions of (x; c)

from the Pokemon dataset. In Fig. 4(b, left), we

present the Lcongvalues of x where it corresponds

to the outcome of the surrogate optimization stage

(Sec. 4.1) in MoFIT. Notably, the JacongVvalues of

X are signi cantly lower than those of x, indicating

that the surrogate has been strongly over tted to thggyre 4: Distributions of (left) knconaand
model’s unconditional prior. (right) Lcong Of member and hold-out pairs

In Fig. 4(b, right), we observe a further decrease ffPM (&) Pokemon dataset and (b) model-

L cong following the embedding optimization stagett€d pairs of MOFIT.

(Sec. 4.2), where the embedding is speci cally tailored to pair with the surrogate xCompared

to the Lcong distribution of (x; c) in Fig. 4(a, right), the loss values of (x ) are not only substan-

tially lower but also more concentrated — exhibiting signi cantly reduced variance. This suggests
that is highly aligned with the surrogate »on the model's learned manifold. This strong align-
ment is expected to induce substantial mismatch wheis applied to the original query image x,
thereby amplifying the sensitivity of member samples during membership inference. Corresponding
loss distributions for other datasets are provided in Appendix A.5.

This uniform over tting serves as a critical foundation: once the surrogate and its embedding is
over tted and tightly aligned, the embedding can more effectively separate members from hold-
outs, as evidenced by the improved performance of MOFIT in Tab. 4.
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Methods  Condition (a) Gaussian Blur (b) JPEG Compression (c) LoRA
ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR ASR AUC TPR@1%FPR

CLiD GT 89.10 92.27 70.40 85.50 89.59 61.00 59.00 52.05 1.00
Loss 64.10 68.17 4.20 63.40 66.53 3.80 54.50 49.26 0.00
SecMI 60.10 62.15 5.20 54.00 54.59 2.80 58.50 53.50 1.00
PIA VLM 63.10 65.28 4.40 64.90 67.18 5.00 58.50 53.50 0.00
PFAMI 80.60 87.51 27.72 78.04 84.39 36.03 73.50 77.50 1.00

CLiD 81.00 87.17 44.60 78.80 85.21 39.20 59.00 53.11 1.00
MoFIT 88.70 94.92 54.20 82.80 89.75 26.00 58.50 54.35 0.00

Table 5: Membership inference performance under ne-tuning with data augmentations: (a) Gaus-
sian blur and (b) JPEG compression. (c) Fine-tuning with Low-Rank Adaptation (LoRA) (Hu et al.,
2022) also shows potential as a defense.

5.6.2 POTENTIAL DEFENSIVE METHOD

Data Augmentation. To evaluate resilience against defender-side strategies, we ne-tune SD v1.4
on MS-COCO with two augmentations: (a) Gaussian blur (3 3 kernel, 2[0:1;2:0]) and (b) JPEG
compression (quality = 60). MOFIT is then evaluated using embeddings from the non-augmented
base model, simulating a challenging setting where the attack is unaware of input-space changes
during ne-tuning. Tab. 5(a,b) shows that all methods exhibit comparable or slightly degraded per-
formance under augmentation. Two trends remain: (i) baselines degrade notably when switching
from GT to VLM-generated captions; and (ii) MOFIT consistently outperforms all baselines under
VLM captions, maintaining ASRs above 82.80% even with augmentation.

LoRA. We observe that Low-Rank Adaptation (LoRA) (Hu et al., 2022), which updates only a
small set of additional parameters instead of the full U-Net, signi cantly degrades the performance
of MoOFIT and existing baselines. As shown in Tab. 5(c), both MoFit and most baselines drop to
near-random performance when evaluated on 100 training samples from the LoRA-adapted SDv1.4
, under both ground-truth and VLM-generated captions. We attribute this robustness to LORAS
minimal footprint, which retains most original weights and reduces memorization capacity (Amit
et al., 2024). Additional insights into PFAMI's robustness are provided in Appendix A.7.

5.6.3 LIMITATION: RUNTIME AND EARLY STOPPPING

One limitation of MOFIT may be the runtime, taking 7 to 9 minutes per image to optimize the
surrogate and extract its embedding (see Appendix A.8.1). Thus, we conduct early stopping strategy
that terminates the optimization process once a prede ned loss threshold is reached. We evaluate on
100 images each from the member and hold-out splits of MS-COCO, and compare with the state-
of-the-art baseline CLiD — performing 83.50% ASR and 87.37 AUC in the same setting. In Tab. 9
of Appendix A.8.2, MOFIT outperforms CLiD when the optimization is stopped at 0.08 during
surrogate optimization or at 0.007 during embedding extraction, saving 336:64 and 75:93 seconds,
respectively. This suggests that an adversary can strategically balance ef ciency and effectiveness by
choosing an appropriate early stopping criterion. Additional details are provided in Appendix A.8.2.

6 CONCLUSION

We present MoFIT, a novel membership inference framework that operates under a practical
caption-free setting. MoFIT enforces separability between member and hold-out samples through

a model- tted surrogate with its tightly optimized embedding, which amplify the conditional loss

for member samples while keeping hold-out samples relatively stable. Extensive experiments across
multiple benchmarks demonstrate that MOFIT substantially outperforms prior state-of-the-art meth-
ods conditioned on VLM-generated captions and, in some cases, even surpasses caption-dependent
baselines. We believe this work broadens the scope of membership inference in generative models
and underscore the need for stronger safeguards against MIA attacks.

®https://huggingface.co/sr5434/sd-pokemon-model-lora
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A APPENDIX

A.1 IMPLEMENTATION DETAILS

We provide additional implementation details to improve the reproducibility and clarity of our ex-
perimental setup.

Optimization Details & Ablation Study. We iteratively optimize the perturbation in the direction

of the gradient sign. Speci cally, the perturbation is uniformly sample from the range [ 0:3; 0:3]
and is updated via following equation:

Xiqu =X |0 sign(r xi"l-uncon(b; (20)
where Lyncongdenotes the unconditional loss de ned in Eq. 5, adepresents the surrogate being
optimized at iteration i. The step size is initialized to 0.15 and proportionally decayed with the
iteration count.

To justify the choice of , we conduct a hyperparameter analysis across multiple values: 2
f0:025; 0:05; 0:1; 0:2; 0:3g. We perform this analysis on the Pokemon dataset by randomly sampling
100 images from both the member and hold-out sets. As shown in Fig. 5, increasing generally
improves attack performance up to a certain point, with both ASR and AUC peaking at = 0:15.
Based on this observation, we use = 0:15 throughout all experiments.

The resulting model- tted surrogate is then used to extract an embedding via the Adam optimizer
with a learning rate of 0.06. The number of optimization steps varies by dataset: 200 steps for
Pokemon, 300 steps for MS-COCO and Flickr, and 1000 steps for Stable Diffusion v1.5. The
increased iteration count for Stable Diffusion is due to its strong generalization, which requires
more steps to be over tted.

For a single query image, the
overall runtime for its two-stage
optimization process varies by
dataset: approximately 7 min-
utes for Pokemon, 8 minutes
for MS-COCO and Flickr, and

9 minutes for Stable Diffusion

v1.5, all measured on a sin-
gle NVIDIA GeForce RTX 4090

GPU. Please refer to Sec. A.8.1

for more details. Figure 5: ASR and AUC for different initial step size and

Both optimization procedurestimestep t.

are performed ata xed diffusion

timestep of t = 140, within the full denoising schedule of T = 1000. This choice is guided by abla-
tion results presented in Fig. 5, where ASR and AUC are evaluated across varying timesteps ranging
fromt=50tot = 700. The results indicate that performance peaks within the range t 2 [100; 200].
Accordingly, we adopt t = 140 for all experiments.

Membership Inference. For the auxiliary 10ss lux in EQ. 9, we use lncong for Pokemon and
Stable Diffusion v1.5, and useiy for MS-COCO and Flickr. The balancing hyperparameter is
increased by 0.05 within the range [0; 1]. Threshold is selected to maximize ASR for each .

Baselines. All baseline methods are evaluated using their default settings. For the Naive
method (Matsumoto et al., 2023), membership is determined based.an [For SecMI (Duan

et al., 2023) and PIA (Kong et al., 2023), we adopt the SecMl-stat and the default PIA, respectively
— both rely on threshold-based inference without training a classi cation model. When ground-truth
captions are available, CLiD (Zhai et al., 2024) proposes several caption-splitting strategies (e.g.,
simple clipping, random noise, and word importance calculation). Among them, we adopt simple
clipping. Unlike CLIiD, MoFIT follows the settings of SecMI and PIA, assuming access to a subset
of member and hold-out samples for threshold calibration; hence, we do not train a shadow model
to determine or .

Target Models. We evaluate our method on a range of text-to-image diffusion models trained
on diverse datasets. We begin with SD-Pokemon, introduced in Sec. 3.3, which ne-tunes Stable
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Figure 6: Score distributions on the Pokemon and Flickr datasets. (&) -L(Eq. 7) score of
member and hold-out samples. (kg and Lyncongunder condition variations.

Diffusion v1.4 on 416/417 member/hold-out image-caption pairs for 15,000 steps. Using the same
base model, we further ne-tune on 2,500/2,458 splits of MS-COCO and 2,500/2,500 splits of Flickr,
each with 150,000 steps, following the experimental setups in prior studies (Duan et al., 2023; Zhai
et al., 2024; Kong et al., 2023).

To evaluate our method on a widely-used large-
scale model, we additionally consider the pre-

LAION-mi

Methods ~ Condition . trained Stable Diffusion v1.%. For mem-
ASR_AUC TPR@I%FPR bership evaluation, we adopt the LAION-mi
é‘éﬁw 552%25 550373%1 12-%% benchmark (Dulgiski et al., 2024), which pro-
PIA GT 5480 4958 200 vides curated member and hold-out splits for
PEAMI 52.75 51.67 0.75 Stable Diffusion. However, as discussed in
CLiD 56.90 58.62 4.60 Sec. 5.1, existing methods perform near chance
CLID VLM  53.80 52.09 32 level due to the model's high generative capac-

ity. We evaluate all baseline methods using 500
Table 6: Quantitative comparison on SDv1.5 fdMages each from the member and hold-out sets
LAION-mi. of LAION-mi. As demonstrated in Tab. 6, ASR

of prior methods is almost the same as random
guessing, even in the condition of ground-truth captions (Please refer to Appendix A.9.1 for evalua-
tion of MOFIT). Accordingly, to enable a more discriminative evaluation, we substitute the member
set with veri ed memorized images, identi ed using the reproduction methodology in (Webster,
2023). This curated benchmark allows for a more discernible comparison between VLM-captioned
baselines and our approach, enabling clearer assessment of each method's effectiveness. Among the
500 image URLs, we utilize the 431 images that were successfully downloaded.

VLMs. Since BLIP-2 is designed to generate natural language descriptions for real-world images,
we use it to produce alternative captions for the MS-COCO, Flickr, LAION-mi, and Webster (2023)
datasets. For the stylized Pokemon dataset, we instead employ CLIP-Interrogator, which is com-
monly used to infer the underlying text prompts that may have been used to generate a given syn-
thetic image. This choice is further motivated by the fact that BLIP (Li et al., 2022) was previously
used to caption the original Pokemon training set.

A.2 MOFIT ON POKEMON AND FLICKR

In addition to Fig. 3, we present the corresponding score distributions for the Pokemon and Flickr
datasets in Fig. 6. For both datasets, the discrepancy scores in (a) exhibit clear separability between
member and hold-out samples. Furthermore, in (b), thgdvalues notably increase under the
model- tted embedding condition of MOFIT, while theheong Values remain largely unchanged.

As discussed in Sec. 5.2, this differential response plays a key role in restoring separability and
accounts for the superior performance of MOFIT reported in Tab. 2.
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Figure 7: Responses ofchng and Lyncong across multiple datasets under different conditioning
schemes.

Figure 8: ASR and AUC when embeddings are extracted from perturbed images wnder
varying noise levels ".

A.3 RESPONSE OF MEMBER AND HOLD-OUT SAMPLES ACCORDING TO THE CONDITION

As observed in Sec. 3.3, member and hold-out samples exhibit differing response to condition
changes. We further investigate this deviation by expanding both the dataset and the types of condi-
tioning. In addition to the Pokemon dataset, we include MS-COCO and Flickr to examine whether
similar patterns emerge. We also introduce a new type of conditioning: while VLM-generated
captions semantically describe the given image, we simulate non-descriptive conditioning by us-
ing captions from the opposite group — i.e., member images are conditioned on captions from the
hold-out set, and vice versa.

Fig. 7 shows the distributional changes afkq and Lyncongacross all datasets. Member samples
consistently exhibit increased.}nq values when transitioning from ground-truth to VLM-generated
captions, with a further increase under non-descriptive captions (red lines). In contrast, hold-out
samples remain less affected, even under condition of captions from the member set. These results
reinforce the two key observations discussed in Sec. 3.3.

A.4 INPUT IMAGE VARIATIONS

Noise level " for each dataset in Sec. 5.5. In the experiment described in Sec. 5.5, embeddings
are extracted from perturbed query images of the fogm x, where is uniformly sampled from

[""]. We sweep " 2 f0:1;0:2;:::;0:99 to identify the optimal noise magnitude for each dataset.
Fig. 8 reports ASR and AUC values as functions of ", computed using 100 member and 100 hold-out

8https://huggingface.co/stable-diffusion-vi1-5/stable-diffusion-v1-5
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Figure 9: Lyorir Score distribution according to the input image variations.

Figure 10: Distributions of Lncong (dotted lines) and Long for member and hold-out samples from
(a) MS-COCO and Flickr datasets, and (b) model- tted pairs used in MOFIT.

samples per dataset. Based on these results, we select " = 0:5 for Pokemon, " = 0:8 for MS-COCO,
and " = 0:6 for Flickr. The corresponding evaluation results on the full datasets are summarized in
Tab. 4.

To further support the superior results of MOFIT reported in Tab. 4, we presentthg-Lscore
distributions under different input variations: the original image & randomly perturbed image
Xo *+ , an adversarial variant ¥ + yax, and the model- tted surrogateyx+ used by MoFIT.

As shown in Fig. 9, conditioning ongx+ yields the greatest separability, demonstrating the
effectiveness of MOFIT in leveraging model- tted surrogates.

A.5 HANDLING UNKNOWN MEMBERSHIP VIA SURROGATE OVERFITTING
To infer membership status when the original caption is unavailable, an alternative approach — other

than VLM-generated captions — is to directly optimize a text embedding for the clean query image x
using the conditional lossdsng (as discussed in Sec. 4). However, as proven in Tab. 4, this strategy
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