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Figure 1: Our proposed method effectively degrades the result images against various inpainting
manipulations with huge spatial differences (e.g. removing objects or inserting new objects). The
state-of-the-art adversarial examples show limitations in protecting input images, as the generated
outputs still harmonize with the prompts. We apply (a) a segmentation mask mseg , (b) its inverse,
(c) a bounding box mask mbb, (d) and its inverse, respectively.

We attribute this insufficient protection to the intrinsic nature of inpainting tasks, which leverage a
mask for targeted image manipulation. When adversaries conduct foreground inpainting—replacing
a masked region in an input image with new content specified by a prompt—the perturbations in
the unmasked area should significantly disrupt this process. Similarly, when an inverted mask is
applied for background inpainting, the perturbations in the unmasked foreground should disrupt the
generation process in the masked background.

However, prior perturbation methods are designed to protect against whole-image manipulations
by applying a single perturbation across the entire image. This approach is ineffective for inpaint-
ing tasks, where only the perturbations in the unmasked regions remain, leaving the masked areas
vulnerable to manipulation by the adversary. Moreover, previous adversarial objectives have over-
looked disrupting the diffusion model’s ability to understand the semantics and spatial structure of
the image and its conditioning prompts. Instead, they focused on finding shortcuts to make the latent
representation of their adversarial examples similar to specific target representations, limiting their
effectiveness in inpainting tasks.

In this work, we propose ADVPAINT, a novel defensive framework designed to protect images from
inpainting tasks using diffusion models. ADVPAINT crafts imperceptible adversarial perturbations
for an image by optimizing the perturbation to disrupt the attention mechanisms of a target inpainting
diffusion model. Specifically, ADVPAINT targets both the cross-attention and self-attention blocks
in the inpainting model, ensuring that the perturbation disrupts both foreground and background
inpainting tasks. Unlike prior works that focused on latent space manipulation, ADVPAINT takes
a direct approach to the generation process, ensuring that perturbations in the unmasked region
effectively disrupt the inpainting process in the masked region.

The key idea of ADVPAINT is to maximize the differences in the components of the self- and cross-
attention blocks between a clean image and its corresponding adversarial example, while ensuring
the added perturbation remains imperceptible. For cross-attention blocks, ADVPAINT perturbs the
query input to break the alignment between the latent image representation and external inputs. For
self-attention blocks, ADVPAINT perturbs the three key elements—query, key, and value—to disrupt
the inpainting model’s ability to learn semantic relationships within the input image.
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